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iT’s SOP’s

Description: This is a Doc for ChatGPT’s Custom GPT’s Knowledge base 

Enroll Macbook to Front Row Group’s ABM

Instructions: 

NOTE: You will need an IPhone signed into an Apple Business Manager admin account. 
Please reach out to help@frontrowgroup.com to request account info if you do not have an account provided by Front Row Group’s awesome iT team. 

Instructions: 

1. If you’re adding a Mac, plug the Mac into a power source so it doesn’t go to sleep during the process.
2. If the Mac is connecting to the internet using Ethernet, plug in all necessary cables and adapters.
3. Turn on the Mac.
4. Select the language in Setup Assistant, click Continue, then stop when you see the Country or Region pane.
5. Note: You must restart the Mac if you go past the Country or Region pane.
6. On your Iphone Please download and open “Apple Configurator” from the Appstore
7. Sign into the Iphone application using the credentials provided by iT


8. Bring your iPhone close to the Mac, then:
· Scan the image that appears in Setup Assistant.
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The serial number and other information about the Mac are uploaded to Apple Business Manager.

Once iT confirms they are in Apple Business Manager and confirmed from their end all looks good, then proceed with any Set Up Assistant steps left. 
Once you are logged into the device you are ready to enroll the device to Mosyle!

Join a device to Mosyle MDM
Instructions: 
[bookmark: _p7m4tqtndxy1]🛠️ How to Install Mosyle MDM on a Front Row Group MacBook
[bookmark: _u9zetpqw07dd]✅ Step 1: Ensure macOS Is Up to Date
1. Click the Apple menu  in the top-left corner of your screen.

2. Open System Settings.

3. Navigate to General > Software Update.

4. If any updates are available, install them first. If not, you can proceed.


[bookmark: _fn4d6jyn9aan]🌐 Step 2: Access the Mosyle Enrollment Link
1. Open Safari or your preferred web browser.

2. Visit the following link:
 👉 https://join.mosyle.com/?account=fortressbrand

3. When prompted, click Allow to download the configuration profile.


[bookmark: _4wgimimvh34s]📥 Step 3: Install the Configuration Profile
1. After the download completes, open the downloaded file (you’ll typically see a popup).

2. You’ll be prompted:
 “Review the profile in System Settings if you want to install it.”


[bookmark: _klz0ezbthta1]🖥️ Step 4: Locate the Profile in System Settings
1. Go back to System Settings.

2. Use the search bar to look for “Profiles” or scroll to Privacy & Security > Profiles.

3. You should see a profile titled "Mosyle Corporation MDM".

4. Click on the Mosyle profile.


[bookmark: _sbm8jnl1ydi9]🔐 Step 5: Enroll Your Device
1. Review the profile details if you wish.

2. Click the Enroll button (bottom-left of the profile window).

3. Enter your MacBook password when prompted.

4. After confirming, the device will begin enrolling.


[bookmark: _65786picwgy8]⏳ Step 6: Wait for Background Configuration
1. Leave the system idle for about 5 minutes.

2. You will see various profiles and settings being applied in the background.

3. Close the browser tab and any other Mosyle windows—you don’t need them anymore.


[bookmark: _dnfgu7x7lxmq]🔔 Step 7: Monitor for Notifications
· You may receive Mosyle-related notifications in the top-right corner of your screen.

· If prompted by macOS or Mosyle to allow permissions, click Allow.


[bookmark: _q6givaisi5th]🎉 You're Done!
Your Mac is now enrolled in the Mosyle MDM and configured for Front Row Group iT management. If anything seems off or doesn't install properly after 10 minutes, contact the iT team.


How to get admin password/privileges on Front Row Mac computers:

⚙️ Using Essential Functions of the Mosyle MDM on Your Front Row Group Mac
[bookmark: _rox4pa3gyv7]✅ Step 1: Check Your Profile Name
1. Open the Mosyle Self-Service app.

2. In the top bar or main screen, you should see your full name.

· If it says Test Federated or anything incorrect, this is a placeholder and you should not proceed.

3. Contact iT immediately at:
 📧 help@frontrowgroup.com


[bookmark: _9vg21efrlosi]🧑‍💻 Step 2: Use Admin on Demand (Temporary Admin Rights)
Your local Mac account does not have admin rights by default. But you can temporarily become an admin:
1. Open the Mosyle Self-Service app.

2. In the sidebar, click Admin on Demand.

3. Click Request Admin Now, then click Continue.

4. You will immediately gain admin privileges for 5 minutes.

[bookmark: _2iah11mzinkj]🔧 Use Cases for Admin Access:
· Installing or updating apps manually (e.g., via the browser)

· Uninstalling apps

· Making certain changes in System Settings

· Updating tools like Slack, which may require admin access every few weeks


[bookmark: _udlrsjo0cn45]📦 Step 3: Manage Apps Through Self-Service
The "Your Apps" section contains essential apps auto-installed by IT.
1. Scroll through the available apps.

2. You can uninstall any app locally if you no longer need it.

3. To reinstall:

· Click the Reinstall button next to the app name.

· The installation runs in the background and usually completes within a few seconds.


[bookmark: _w7g9zzun8zht]🔐 Step 4: Understand the New Login Flow
Front Row Group uses Google authentication for macOS login.
[bookmark: _vixh9cfpnk0v]After Logging Out:
1. You'll see a custom Front Row login screen.

2. Click Sign in with Google.

3. Enter your Front Row Group email and password.

4. Complete 2-Step Verification on your phone.

[bookmark: _bt0cy6agk6nr]🛫 Offline Situations:
· If you're at an airport or on an airplane without internet, you will not be able to log in.

· Plan ahead and remain logged in when traveling without Wi-Fi.


[bookmark: _ibxt4v9rnwbd]📌 Final Tips
· Always keep your system connected to Wi-Fi when possible.

· Use Admin on Demand wisely—5 minutes goes fast.

· For help or unusual behavior, reach out to:
 📧 help@frontrowgroup.com



[bookmark: _e0agzsszhag9]🖥️ How to Submit an Equipment Request Form
Front Row Group – IT Equipment Request Process

Please be advised IT has Chargers, Cables, Mice, and Keyboards in stock in the MP office at all times. Please reach out to Help IT Helpdesk if you are in the office and need any of these items. 
[bookmark: _zhla2kh91mfd]🔗 Form Link: https://forms.gle/54LtYscR2wa8JRGKA 

🎯 IT Purchasing Scope
IT is authorized to purchase and fulfill the following equipment only:
· Mice

· Keyboards

· Cables

· Chargers

· Monitors

All other equipment types fall outside IT's purchasing scope and must follow alternative approval and fulfillment paths.

[bookmark: _u4wf56gyrb93]💵 Spending Threshold
· If any single item is $50 or more, the request must include approval from the requester's manager (written or email confirmation).
*Please note anything that falls out of our approved purchasing scope, needs to be processed through the manager of the employee requesting the item.
If you do not have a corporate card, please reach out to Jamie Merino, and she will assist you with getting what you need!


How to submit an onboarding request:

Front Row Group – New Hire & Access Provisioning Process

[bookmark: _gctffkbflkci]👥 Who Needs This Form?
You must submit this form any time you are onboarding:
· A new employee (full-time or part-time)

· A contractor or freelancer

· A vendor who requires any form of Front Row Group system access


[bookmark: _2c4crw2mpjr5]🔗 Access the Onboarding Form
📄 Front Row Group Onboarding Request Form

[bookmark: _kbjkmca586r3]📅 When to Submit
· Ideally, submit the form at least 5–7 business days (but the sooner the better) before the start date to ensure smooth onboarding and access provisioning.

[bookmark: _np3lw5rofncz]❓ Questions or Concerns?
Reach out to:
· HR for general onboarding and employment process questions

· IT (help@frontrowgroup.com for questions about access, system setup, or equipment


[bookmark: _gei3xjbhe4am] How to Submit an Offboarding Request
Front Row Group – Offboarding Process for Departing Staff & Vendors
[bookmark: _yr3espxmscjz]👥 Who Needs to Be Offboarded?
You must submit this form any time an individual is leaving Front Row Group and has had access to any internal systems or resources, including:
· A full-time or part-time employee

· A contractor or freelancer

· A vendor or third-party user with system access


[bookmark: _ex2qdo9qn3c8]🔗 Access the Offboarding Form
📄 Front Row Group Offboarding Request Form 

[bookmark: _wghs254fqhjb]📅 When to Submit
· Forms should be submitted at least 3–5 business days before the individual’s last day, whenever possible, to ensure proper access removal and asset collection.


[bookmark: _1nikmbireokh]❓ Questions or Concerns?
For offboarding logistics, contact:
· HR for exit procedures and documentation

· IT for access deactivation and hardware return


[bookmark: _qft85hik1h53] How to Request a New Distribution Group
Front Row Group – Email List / Distro Group Creation Process

[bookmark: _699t9dcj9e6f]📌 What Is a Distribution Group?
A Distribution Group (or Distro Group) is a shared email address that forwards incoming messages to a specific group of team members.
 It’s commonly used for:
· Departmental aliases (e.g., marketing@frontrowgroup.com)

· Project-based teams

· External communication channels

· On-call rotation inboxes


[bookmark: _quf8e7p7qiw9]🔗 Access the Distribution Group Request Form
📄 Distro Group Request Form (Google Form)

[bookmark: _hu3n0udekzun]🧩 When to Use This Form
· You're forming a new team or project.

· You need an email alias for communication consistency.

· You want to streamline messaging to a group of employees.


[bookmark: _jeirdzdjkp1v]❓ Questions or Changes?
For help with creating, editing, or removing distro groups, contact:
📩 help@frontrowgroup.com

[bookmark: _58vhf1xia2ai]📺 Can’t Connect to the SmartTVs in the Meeting Rooms?
Here’s Why — and How to Fix It

[bookmark: _tu0ozfbi2f6a]❗ Why Is This Happening?
The most common cause is an outdated operating system (OS). SmartTV compatibility often requires your device to be on a current version of macOS or Windows. Older OS versions may cause compatibility failures when trying to connect wirelessly.

[bookmark: _ydxq8ayuzerd]🔄 Keep Your OS Updated
To avoid connection issues:
· Run software updates every Friday at end-of-day (EOD).

· Updates may take over an hour depending on file size and connection speed.

· Keep your laptop plugged into power during the update to avoid disruptions.


[bookmark: _908pa1ncz7ba]✅ Quick Workaround: Use Chrome for Screen Sharing
If you don’t have time to update immediately, you can still connect to SmartTVs using Google Chrome.
[bookmark: _vsa7n1g4m3hf]🖥️ How to Screen Share Using Google Chrome
Perfect for Meeting Room SmartTVs at Front Row Group

[bookmark: _ig7qzxv07dad]✅ Step 1: Make Sure Chrome Is Up to Date
1. Open Chrome.

2. Click the three dots (⋮) in the top-right corner.

3. Select Help > About Google Chrome.

4. Chrome will automatically check for updates.

5. If an update is available, click “Relaunch” after it installs.


[bookmark: _m15t7oe4efla]📺 Step 2: Connect to the SmartTV
1. In Chrome, open any tab (it doesn't need to be a specific website).

2. Click the three-dot menu (⋮) in the top-right corner again.

3. Select “Cast…” from the dropdown menu.

 You will now see a list of available devices on the network (e.g., meeting room TVs).


[bookmark: _g2aaseol1sxb]🖼️ Step 3: Choose What to Share
Once you select a TV, you’ll see “Sources” at the bottom of the cast window. Click this to choose:
· Cast tab – Share the current Chrome tab only.

· Cast desktop – Share your entire screen (good for slides or multi-app demos).

· Cast file – Stream a specific video or media file.

💡 Recommended: Use Cast desktop to show your full screen.

[bookmark: _9fnunsxv6gjn]🔊 Step 4: Start Screen Sharing
1. Choose the correct source (tab or desktop).

2. Select the SmartTV you want to cast to.

3. You’ll be prompted to confirm screen sharing if casting your full desktop.

4. Once confirmed, you’re now sharing your screen to the room's display.


[bookmark: _7y39vsua7t7b]🛑 To Stop Casting:
· Click the Cast icon in your Chrome toolbar (or use the three-dot menu again).

· Select “Stop casting”.

[bookmark: _v4mvjig340ff]🆘 Need Help?
If updating doesn’t resolve your issue or if screen sharing still fails:
 📩 Email help@frontrowgroup.com and IT will assist you as soon as possible.


[bookmark: _ehezqjhsg6hh]🔐 How to Fix FortiClient VPN Connection Issues
Front Row Group – VPN Setup & Troubleshooting Guide

[bookmark: _q6fpyknledev]❗ Common Issues:
If you're using FortiClient VPN and seeing either of the following screens, don’t panic:
· Issue #1 – VPN stuck on “Connecting”

· Issue #2 – VPN is “Not Configured”

👇 Follow the guide based on the screen you see:

[bookmark: _bvafjxt29ogb]🖼️ Issue #1: VPN Stuck on “Connecting”
Symptom: FortiClient appears to load endlessly without connecting.
[bookmark: _iugol7onyxhx]✅ Step-by-Step Resolution
1. Close the VPN window completely to cancel the connection attempt.

2. Back on the main screen:

· Click the three horizontal lines (☰) to the right of the dropdown labeled “FortressVPN”.

3. Click “Delete the selected connection”, and confirm by selecting “Yes.”

4. Now click “Configure VPN.”

[bookmark: _r05ttng5wfvi]🛠️ Input the Following VPN Details:
· Click “Configure VPN.”

[bookmark: _izlujfh07ots]🛠️ Input the VPN Details Below:
· Connection Name: FR-East-Office or FR-West-Office

· Description: Front Row East Office or Front Row West Office

· Remote Gateway: https://freastvpn1.fortressbrand.com or https://frwestvpn1.fortressbrand.com
✅ Be sure to check the following boxes:
· ☑️ Customize port

· ☑️ Enable Single Sign On (SSO) for VPN Tunnel

5. Click Save.

6. Press Connect.

7. You will be prompted to sign in via Google—enter your Front Row Group email and complete 2-Step Verification.

🎉 You should now be connected!

[bookmark: _9f4gk3tqefsd]🖼️ Issue #2: VPN “Not Configured”
Symptom: You open FortiClient VPN and it shows no configuration at all.
[bookmark: _nmb55y6s3bk]✅ Step-by-Step Setup
1. Click “Configure VPN.”

[bookmark: _odp71g3i89al]🛠️ Input the VPN Details Below:
· Connection Name: FR-East-Office or FR-West-Office

· Description: Front Row East Office or Front Row West Office

· Remote Gateway: https://freastvpn1.fortressbrand.com or https://frwestvpn1.fortressbrand.com

✅ Be sure to check the following boxes:
· ☑️ Customize port

· ☑️ Enable Single Sign On (SSO) for VPN Tunnel

2. Click Save.

3. Press Connect.

4. Sign in using your Front Row Google account.

🎉 Your VPN should now be working correctly.

[bookmark: _eez6v7ouucmh]💡 Still Stuck on “Connecting”?
If you’ve already configured the VPN and it still won’t connect, it’s likely due to corrupted saved credentials.
📺 You can follow the same steps outlined under Issue #1 to delete and reconfigure the VPN profile.
 Or refer to the visual tutorial here:
 👉 Watch Now

[bookmark: _pq680ldxucgo]📩 Need Additional Help?
Email help@frontrowgroup.com and the IT team will get you back online quickly.

[bookmark: _cauytusgg52l]🛡️ What to Do When You Receive a Phishing Email
Front Row Group – Email Safety & Reporting Guidelines

[bookmark: _njt7wkdg0pj9]📬 What Is a Phishing Email?
Phishing emails (or text messages) are fraudulent attempts to trick you into disclosing sensitive information or performing harmful actions—such as:
· Providing your passwords or login credentials

· Sharing credit card or banking information

· Purchasing gift cards or paying fake invoices

· Clicking malicious links or downloading infected files


[bookmark: _7ifi6vi5ur7c]🚨 Key Signs of a Phishing Attempt
Use this quick checklist to spot suspicious messages:
	✅ What to Check
	🧠 Why It Matters

	Sender Email Address
	Is it from a suspicious domain? E.g., @frontr0wgroup.com instead of @frontrowgroup.com.

	Unexpected Attachments/Links
	Avoid clicking until verified. Hover over links to preview the destination.

	Urgent or Unusual Requests
	Phrases like "urgent action needed" or "buy gift cards now" are red flags.

	Spelling & Grammar Errors
	Many phishing attempts have poorly written content.

	Inconsistent Branding
	Look for missing logos, incorrect footers, or odd formatting.



[bookmark: _q6bihw5hoh3]📤 What to Do If You Suspect Phishing
[bookmark: _dt5fcp63ppm0]🚫 Don’t:
· Click any links or attachments

· Reply to the message

· Attempt to fix or investigate on your own

[bookmark: _itq9mj9iaal8]✅ Do:
· Forward the suspicious email directly to:
 📩 help@frontrowgroup.com

· Add a brief note if helpful, such as:


 “Received this just now—looks sketchy.”


Your IT team will verify and take action quickly.
 Remember: If you’re even 1% unsure, it’s always better to ask.

[bookmark: _o6b9k12fb2ow]📨 How to Report Spam or Phishing in Gmail
[bookmark: _9sfptturbuf7]🖱️ Step-by-Step:
1. Open the suspicious email in Gmail.

2. Click the three vertical dots (⋮) in the upper-right corner of the email message (next to the “Reply” button).

3. Select:

· "Report phishing" – if the email is deceptive or trying to collect sensitive info.

· "Report spam" – if the message is junk but not necessarily phishing.

4. Click “Report Phishing Message” when prompted to confirm.

✅ This helps Google block similar messages in the future, and it flags the message for your IT team if filters are synced.

[bookmark: _80akopullj09]🔒 Final Reminder
Your attention to these threats is essential to protecting both your data and Front Row Group’s systems.
If you ever feel unsure—don't act on the email, and just send it to:
 📧 help@frontrowgroup.com



[bookmark: _pavvkw53j1v6]🛠️ How to Contact the IT Team
Front Row Group – IT Support Guidelines & Response Protocol

[bookmark: _mkc6ywn2zd5v]📬 Primary Method: Email Support
Send a message to:
 📩 help@frontrowgroup.com
· Include a clear description of the issue or request

· Attach screenshots, error messages, or other helpful context

· Your request will be triaged and addressed based on severity

🕒 SLA Notice:
 Please allow up to 1 hour for an initial response before escalating.
 All members of the IT team receive incoming tickets and will respond accordingly.

[bookmark: _3lglx4uhqtsf]💬 Secondary Method: Slack Channel
Post your question in the Slack channel:
 💬 #it-tech-help
· Great for quick help or collaboration

· One of our IT team members will respond as soon as they’re available

⚠️ Reminder: This is a public team channel with ~300 members—please avoid sharing passwords or sensitive data.

[bookmark: _8zdxexkewi39]🎯 SLA & Escalation Protocol
	Severity
	First Response Target
	Action

	General Request
	Within 1 hour
	Wait for a response before escalating

	High Urgency / Blocking
	Immediate escalation
	Contact Primary → Secondary → IT Lead



[bookmark: _p731ykfx6o]👨‍💻 Support Team Contacts
[bookmark: _av64xvrygki5]🥇 Primary IT Support
Anthony Raul Feliciano
 📧 afeliciano@frontrowgroup.com
 Slack: @Anthony Raul Feliciano

[bookmark: _12686wviskfb]🥈 Secondary IT Support
Eero Nevaluoto
 📧 enevaluoto@frontrowgroup.com
 Slack: @Eero Nevaluoto

[bookmark: _lk92ivjbmmrc]🚨 Escalation IT Lead
Tyler Whittall
 📧 twhittall@frontrowgroup.com
 Slack: @Tyler Whittall

[bookmark: _8e1nisbnxqco]📌 Summary
	Method
	Contact
	Best Use Case

	Email
	help@frontrowgroup.com
	Detailed support issues, ticket tracking

	Slack Channel
	#it-tech-help
	Quick help or live troubleshooting

	Escalation
	Contact Tyler after 1-hour SLA
	Critical outages, no response received



How to Request a Special Order Device
Front Row Group – Hardware Procurement for Custom Devices

[bookmark: _yqg2bj65vw6p]💻 What Qualifies as a Special Order?
You may request a special order device when your work requires equipment that is not part of Front Row Group’s pre-approved hardware list. This typically includes:
· High-spec Apple laptops (e.g., MacBook Air 15.6in, 16GB RAM, 1TB SSD, Latest Apple Chip)

· Advanced Windows laptops (e.g., Lenovo P16s 16in, 32GB RAM, 1TB SSD, Latest Intel Chip)

· Any computing device exceeding the baseline configurations maintained by IT

These requests must be backed by a clear business need, such as performance-heavy tasks, specialized software, or compliance requirements.

[bookmark: _sjalqorvbpkq]🔗 Access the Special Request Form
📄 Front Row Group Special Order Hardware Request Form
 (https://forms.gle/goMyFSZMUsqBTZCT9 )

[bookmark: _ifjwmxod8yiu]📅 When to Submit
To avoid delays, submit the form at least 2–3 weeks before the device is needed. Special orders may require additional approval and vendor lead time.

[bookmark: _nj0lx6u4ykft]🧾 What You'll Need
Be prepared to include:
· Justification for the special request

· The specific model/configuration needed

· Project or business purpose it supports

· Manager approval


[bookmark: _l0qshoqta4kd]❓ Questions or Concerns?
For help with special device orders, contact:
· IT for hardware compatibility, ordering status, and technical questions

· Finance/Procurement for budget impact and cost approval

[bookmark: _1m5wxuhenk6e]💻 Who Can Request Software?
Any team member at Front Row Group who identifies a need for new software—whether for themselves, their team, or cross-functional work—can initiate a request. This applies to:
· Full-time and part-time employees

· Department leads seeking tools for their teams

· Project managers with cross-functional needs

· Technical staff identifying software dependencies

🛡️ Reminder: Front Row is an enterprise-focused organization. All software must support enterprise-level features, including SSO and compliance with internal security and data governance standards.

[bookmark: _a54zrvm4p8b7]📄 How to Submit a Software Request
Complete the following form to begin the software evaluation and procurement process:
 🔗 Front Row Group Software Request Form (https://docs.google.com/forms/d/e/1FAIpQLScOIU7E4SrCyx2e6ba44DjPxwrmaGSicsrAN3tHs9oSQ9pHKw/viewform?usp=dialog)

[bookmark: _aqj943bgqd04]📌 What Happens After Submission?
Once the form is submitted:
1. Departmental Alignment
 Your request will be reviewed in partnership with your department lead to confirm the need, assess fit, and determine priority.

2. IT & Security Review
 All software must support SSO and meet enterprise-grade security requirements. The IT team will evaluate the tool’s compatibility with internal infrastructure and policies.

3. Procurement & Licensing
 If approved, Front Row's procurement process will manage licensing, vendor onboarding, and deployment planning.


[bookmark: _w5u2txfbdhvz]📅 When to Submit
Please submit requests at least 2–3 weeks in advance of the desired implementation date. This allows time for evaluation, vendor coordination, and proper setup.
⏳ Requests tied to upcoming projects or campaigns should be flagged as time-sensitive in the form.

[bookmark: _5r97mgu4yzbc]❓ Questions or Concerns?
Reach out to the following teams depending on your need:
· IT & Security – For questions about technical requirements, SSO support, or security compliance

· Department Leadership – For questions about prioritization or business alignment

· Finance/Procurement – For licensing, contract terms, or approved vendors

[bookmark: _uq00m0sgv2t7]How to Clear Google Cached Data
Front Row Group – Google Workspace Cache Reset Guidance

[bookmark: _rib1kemmvkqh]💾 What Is Google Cached Data?
Google cached data includes stored files, cookies, and temporary content used by your browser and Google Workspace apps (like Gmail, Drive, and Calendar) to speed up access. Over time, this cache may cause:
· Sync issues with shared Drives or Docs

· Login or SSO errors

· Inconsistent display of updated content

· Sluggish browser performance

🛠️ Clearing cache is a routine IT troubleshooting step and may be required when switching accounts, provisioning new software, or resolving access issues.

[bookmark: _xbps1xv1kopf]🧹 How to Clear Google Cache
Follow the steps below to clear Google-related cached data in Chrome:
1. Open Google Chrome

2. Click the three-dot menu (⋮) in the top right corner

3. Go to Settings → Privacy and security

4. Select Clear browsing data

5. Under the "Basic" tab:

· Time range: All time

· Check:

· ✔️ Cookies and other site data

· ✔️ Cached images and files

6. Click Clear data

7. Fully close and relaunch Chrome

🔁 Optional: Restart your device if issues persist or if SSO does not reinitialize correctly after cache clearance.

[bookmark: _j5gaudvlhfc2]🧠 When Should You Do This?
Clear Google cache if you are:
· Experiencing SSO login loops

· Seeing outdated Drive or Calendar content

· Switching between multiple Front Row accounts

· Noticing general lag in Google Workspace apps

⏳ This process only takes a few minutes and may resolve many common browser-based errors.

[bookmark: _iv8uhvhxe3mq]❓ Questions or Concerns?
Contact the IT Helpdesk for support if:
· You’re unsure which data to clear

· You still experience issues after clearing cache

· You’re working on a shared or managed device

[bookmark: _ts5jtwbvaqf]How Often to Reboot Your Laptop
Front Row Group – Performance Hygiene for Company Devices

[bookmark: _fh5ptn8kwycg]💻 Why Rebooting Matters
Regularly restarting your laptop is a simple but essential maintenance step. It helps:
· Apply system and security updates properly

· Refresh memory and clear temporary background processes

· Improve overall speed, stability, and battery health

· Resolve minor performance bugs or app glitches

🔐 Front Row Group devices often run enterprise-grade apps and background security processes. Rebooting helps ensure these systems stay synced, secure, and optimized.

[bookmark: _abjbg864b8wn]🔁 Recommended Reboot Frequency
Reboot at least once every 3–5 business days.
This schedule ensures:
· Regular system updates are applied (including silent security patches)

· Memory-hogging background processes are cleared

· Any lingering software conflicts are resolved

· Apps like Slack, Zoom, and Chrome stay responsive and synced

🗓️ Tip: Get in the habit of rebooting at the start or end of the week to keep your system fresh.

[bookmark: _pnydj21b9eo]🚫 What Happens If You Don’t Reboot?
Delaying reboots can lead to:
· Slower system performance

· SSO login issues or session conflicts

· Failed software patches or update errors

· High RAM/CPU usage over time

· Sync errors with cloud-based tools like Drive, Notion, or Asana


[bookmark: _fd220f7qmhs5]✅ Best Practices
· Fully shut down and restart — not just closing the lid or sleeping the laptop

· Reboot after any major software install or update

· Always reboot if prompted by IT or update notifications

· When troubleshooting access or system lag, make rebooting your first step


[bookmark: _37ijooeaya82]❓ Questions or Concerns?
Reach out to IT Support if:
· You’re unsure whether an issue requires a reboot

· You’re experiencing persistent lag or application issues

· You work on a shared or remotely managed device and want to confirm update status


[bookmark: _rz1qq1z3bfz7]🔧 Step-by-Step Setup
[bookmark: _ifi85l40r6zi]1. Install the Canon Printer Driver
Go to the official Canon driver site:
 🔗 Canon PRO-1000 Driver Download
· Download the latest version listed for your operating system

· Locate the .pkg file once the download is complete

[bookmark: _7cng3y370rcs]2. Request Temporary Admin Access
· Open Self Service on your Mac

· Request “Admin on Demand” access to proceed with installation

🛡️ Admin rights are required to run the printer installer package.
[bookmark: _uhx6zslrqett]3. Run the Installer
· Double-click the .pkg file to begin

· Proceed through the installer by accepting all agreements

· Select “Start Setup” when prompted

[bookmark: _f97fzke0em3w]4. Connect Wirelessly
· Choose “Wireless” as the connection type

· Wait (this part takes time) while the installer downloads and configures necessary drivers

[bookmark: _8nzpn8pfi1wa]5. Add the Printer
· When prompted, select “Add Printer”

· This will open a new window labeled “Add Printer”

· Choose “Canon PRO-1000 series”

· Click “Add”

🧠 If redirected to a webpage with additional instructions, follow them to completion before proceeding.
[bookmark: _i9mfk63b4cok]6. Final Setup Steps
· Return to the Canon setup window and click “Next”

· A message may appear:
 “You must install the Canon driver to use all of the functions available on this printer.”
 Click “Next” again and continue setup

· On the Software Installation List, click “Next”

· Skip the User Registration window by selecting “Skip”


[bookmark: _azu8i5r5jhg]✅ You're Done!
The Canon PRO-1000 printer should now be fully installed and ready for use.
🖨️ Print test pages or documents to confirm setup.

[bookmark: _lte95aguciml]❓ Questions or Issues?
If you encounter any issues during setup, reach out to:
· IT Support – For admin access, driver issues, or wireless configuration

· Office Manager (SD) – For physical access, toner, or hardware maintenance

How to Use the NY Office Printer – Brother iPrint&Scan
Front Row Group – Setup Guide for Brother MFC-L8900CDW Printer (NY Office)

[bookmark: _lygibghxyrdp]🖨️ Who Needs This?
This guide is for any Front Row employee using the Brother MFC-L8900CDW printer at the New York office—whether printing from a Mac or Windows device.

[bookmark: _lyjabdibk5a3]🖥️ Mac Setup (Two Methods)

[bookmark: _uugrlo4g5wm2]✅ Option 1: Use the iPrint&Scan App (Preferred for Scanning)
[bookmark: _65gyp6vdnb2m]📍 Step 1: Launch iPrint&Scan
· Open Spotlight Search (Cmd + Space)

· Type “Brother iPrint&Scan” and open the app

🧰 The app is already installed through Mosyle Self Service on all Front Row Macs.
[bookmark: _rvdf4pgsrumi]🌐 Step 2: Connect to the Printer
1. Click “Select your Machine” (bottom-right corner)

2. The app may fail to find the printer automatically

3. Click the gear icon (⚙) in the bottom-left

4. Enter the printer IP:
 🔢 192.168.4.165

5. The printer should now be visible and ready for remote scanning


[bookmark: _6vdubhfcwfdp]🖥️ Option 2: Add the Printer via Mac System Settings
[bookmark: _vkma4klqox83]🛠️ Step 1: Open Printer Settings
· Go to System Settings → Printers & Scanners

· Click the “+” icon to add a printer

[bookmark: _qk4m1v20fvhh]🌐 Step 2: Connect Manually via IP
1. At the top of the window, click “IP”

2. Enter the printer’s IP address:
 🔢 192.168.4.165

3. Set protocol to Line Printer Daemon – LPD

4. Fill in:

· Name: Brother NY Office

· Location: NY HQ – Printer Area

5. Use default driver or select Brother MFC-L8900CDW if listed

6. Click Add

🧩 If prompted, download additional printer drivers via System Settings or Self Service.

[bookmark: _xb36wzc9l0ta]🖥️ Windows Setup
[bookmark: _ohoew0qxo7bd]🔽 Step 1: Download iPrint&Scan
Go to the official Brother support site:
 🔗 Brother iPrint&Scan for Windows
1. Select your Windows version

2. Confirm all required drivers are installed

3. Scroll to the “Utilities” section

4. Download and install Brother iPrint&Scan


[bookmark: _a57f8ssva1cj]🌐 Step 2: Connect to the Printer
1. Open the iPrint&Scan app

2. Click “Select your Machine” (bottom-right)

3. If no printers appear, select “Enter IP Address”

4. Enter the IP:
 🔢 192.168.3.28

5. The printer will connect and scanning/printing should be enabled


[bookmark: _n34o0ap3ezc]🔒 Printer Admin Access
For advanced settings or admin login:
 Admin Password: 55555555
🔐 Use only when required by IT or system prompts.


[bookmark: _lurqnzxeatz4]🖨️ How to Add a Printer on a Mac
Front Row Group – Manual Printer Setup via System Settings

[bookmark: _rpawgjgwirgb]🛠️ Step-by-Step: Add a Printer via System Settings
1. Open System Settings

· Click the Apple menu () in the top-left corner

· Select System Settings (or System Preferences on older macOS versions)

2. Navigate to Printers & Scanners

· In the sidebar (or top bar), go to Printers & Scanners

3. Click the “+” Button

· This will open the Add Printer window

· macOS will search for nearby printers

4. If You See Your Printer Listed (e.g., Brother MFC or Canon PRO)

· Select it

· Click Add

5. If You Need to Add by IP (manual method)

· At the top of the “Add Printer” window, click the “IP” tab

· Enter the printer’s IP address:

· Brother NY Printer: 192.168.4.165

· Canon NY Printer: 192.168.3.28

· Set:

· Protocol: Line Printer Daemon – LPD

· Name: Give it a helpful name (e.g., “NY Office Brother”)

· Location: (Optional) e.g., “NY HQ Printer Station”

· Choose the correct driver (if prompted):

· Let macOS choose automatically, or select from the list if you know it

· Click Add


[bookmark: _hkus0tubcj1]🔧 Extra Tips
· If you're prompted to download additional drivers, allow the download

· If a printer doesn't show up, make sure you're connected to the Front Row Wi-Fi or VPN

· For enterprise printers (Canon or Brother), you may need to install apps like Brother iPrint&Scan or Canon Driver Tools via Self Service

[bookmark: _huarh5ypcdt9]🖨️ How to Add a Printer on Windows
Front Row Group – Manual Printer Setup on Windows 10/11

[bookmark: _pifl4k9s7ts6]🛠️ Step-by-Step: Add a Printer via Windows Settings
[bookmark: _e43hm5ab9rs4]1. Open Printer Settings
· Click the Start Menu

· Open Settings → Devices → Printers & Scanners

· Click “Add a printer or scanner”

[bookmark: _la8twjbdhzbj]2. Let Windows Search
· Windows will attempt to find available printers

· If your printer shows up (e.g., Canon PRO-1000 or Brother MFC-L8900CDW), select it and click Add Device

[bookmark: _4avrzhacqqtl]3. If Printer Is Not Found (Add Manually via IP)
· Scroll down and click “The printer that I want isn’t listed”

· Select “Add a printer using a TCP/IP address or hostname”

· Click Next

[bookmark: _yyw1ssevjenj]4. Enter Printer Details
· Device type: Autodetect

· Hostname or IP address:

· Brother Printer: 192.168.3.28

· Canon Printer: 192.168.4.165

· Uncheck “Query the printer...”

· Click Next

🧠 Windows will search for the printer and may install the driver automatically. If not:
[bookmark: _vl8g6unn6wk2]5. Install or Select Driver
· Choose the correct manufacturer and model from the list

· Or click Have Disk and use downloaded drivers from Brother or Canon websites

· 🔗 Brother Support Page

· 🔗 Canon PRO-1000 Setup

· Follow on-screen instructions and click Next


[bookmark: _cab2ytvf6qra]🧾 Final Steps
· Name the printer (e.g., “NY Office Brother”)

· Choose whether to share the printer or set as default

· Click Finish

✅ Print a test page to confirm the connection.

[bookmark: _n0f388bdyvog]🔒 Printer Admin Access (If Needed)
· Default admin password for Brother printer: 55555555



[bookmark: _xyuyafr4zccc]❓ Need Help?
Reach out to IT Support if:
· You can’t locate the printer or IP

· You get errors when installing drivers

· You’re unsure which driver to choose



[bookmark: _5bch7lmv89tm]🔌 Where to Find Grab-and-Go Chargers
Front Row Group – NY Office Charging Station Location

[bookmark: _l69ilfdsewwa]⚡ Need a Charger?
If you're in the New York office and need to grab a temporary charger for your device, you're in luck — we've got a designated communal spot.

[bookmark: _dsbzs1bdvb47]📍 Charger Location
You’ll find available chargers stored in a marble bowl placed on a black podium located:
· Across the hall from Phone Booth #5

· Between the Staten Island Meeting Room and the booth/bench seating area

🧭 Look for the marble bowl — it’s your visual cue.

[bookmark: _lvhazgtcu622]🔋 What's Available?
The bowl is regularly stocked with universal charging cables and blocks for:
· USB-C (MacBooks, Androids)

· Lightning (iPhones, older iPads)

· USB-A to micro-USB (legacy devices or peripherals)

🎯 Chargers are first-come, first-served. Please return them when you’re done using them to keep the pool available for everyone.

[bookmark: _4mfbbygergbv]❓ Questions or Restocks?
For lost items, restocking requests, or equipment returns, contact:
 IT Support or your Office Manager (NY)

[bookmark: _onn8yy4uznyg]🚫 Can't Open an App on Your Mac?
Front Row Group – Troubleshooting Application Access on macOS

[bookmark: _rbw0mmu8779r]🧩 What’s Happening?
If you're having trouble opening one or more applications on your Mac, it may be caused by:
· Missing or corrupt permissions

· Outdated software or OS version

· Device management restrictions

· Security or privacy settings

· Installation errors or expired licenses


[bookmark: _ylvscuu20fo2]🛠️ What You Can Try First
Before reaching out, try these quick fixes:
1. Restart your Mac – A fresh reboot can resolve cached errors or stalled processes

2. Check System Updates – Go to System Settings → General → Software Update

3. Open from Applications folder – Try launching the app directly from Finder → Applications

4. Verify you have Admin access – Some apps require temporary elevation via Self Service → Admin On Demand

5. Confirm network connection – VPN or firewall settings may block cloud-based apps


[bookmark: _fm9d1jultsgc]🆘 Still Not Working?
If the issue persists, please reach out to the IT Helpdesk for support. We’ll help troubleshoot, reinstall the app, or escalate any system policy issues.
📧 Email: help@frontrowgroup.com
 ⏰ Available during standard business hours for real-time help.

[bookmark: _uxhy4u87f29u]🔄 How to Update Slack on Mac (Front Row Device)
Front Row Group – Slack Update Process on Managed Macs

[bookmark: _4g0zp8lqypmb]🧭 When You'll Need This
If you're seeing the Slack Update Helper popup or notice Slack behaving oddly, you likely need to update the app manually. Here’s how to do it using admin-approved methods on your Front Row-managed Mac.

[bookmark: _g1og52x3ijsl]🛠️ Step-by-Step: Update Slack
[bookmark: _wy7ll5kbxelh]1. Open Self Service
· Launch the Self Service app (you can find it via Spotlight search Cmd + Space)

· Navigate to the “Admin On-Demand” tab

[bookmark: _snog2voh2ss2]2. Request Temporary Admin Access
· Click “Request Admin Now”

· Then click “Continue”

· Wait for the notification:
 ✅ “Your user has been converted to Admin.”


[bookmark: _1f150opd3tg6]3. Return to the Slack Update Helper
· In the Slack Update Helper window, enter your:

· Username (Full Name as shown on your Mac account)

· Google Account password (used to log in to your device)


[bookmark: _a01v90vyomzi]4. Manually Check for Slack Updates
· On the top-left of your screen (next to the Apple logo), click “Slack”

· From the dropdown menu, select “Check for Updates”

🔁 If you don’t see this option:
· Select “Quit Slack” from the same menu

· Or press Command + Q

· Then reopen Slack and try Step 4 again


[bookmark: _mfdb7xuj41nd]✅ You're Up to Date!
Once Slack updates and restarts, you’ll be running the latest version supported by our systems.

[bookmark: _fv88l28lm7mx]❓ Need Help?
Reach out to the IT Helpdesk if you:
· Can’t access Self Service or Admin On-Demand

· Don’t know your device password

· Continue seeing update errors or popup loops

📧 Email: help@frontrowgroup.com

[bookmark: _wx5pqpkslfiq]🌐 How to Access the San Diego Synology Servers
Front Row Group – SD Office Network Storage Access (Employees Only)

[bookmark: _yytcl93u8sbe]🧭 Who Can Access These?
This access is for Front Row Group employees who are authorized to work with content, backups, or resources stored on the San Diego Office Synology servers. If you're unsure whether you should have access, please check with your team lead or the IT department.

[bookmark: _duos1ph28ai3]🗂️ Synology Server QuickConnect Links
Below are direct QuickConnect links to access each Synology server:
	Server Name
	Purpose
	QuickConnect Link

	TP Cloud
	Project storage & general files
	http://quickconnect.to/frwcloud

	TP Video
	Media assets & production files
	http://quickconnect.to/frwvideo

	TP Backup
	Device & archive backups
	http://quickconnect.to/frwcloudbackup

	School House
	IT training, SOPs, and legacy docs
	http://quickconnect.to/itschoolhouse


🔐 You’ll be prompted to log in using your Front Row Synology credentials. This is separate from your Google Workspace login.

[bookmark: _9vrc4ndgep2o]🔧 Tips for Best Performance
· Use Chrome or Safari for best compatibility

· For large transfers, consider mapping the Synology server as a network drive (contact IT for help)

· Be on Front Row VPN if accessing remotely


[bookmark: _amqem4z1sjn6]❓ Need Help?
If you can’t connect or don’t know your login:
📧 Contact IT Support at help@frontrowgroup.com
Include:
· The server you’re trying to access

· Whether you’re in-office or remote

· Any error messages or screenshots

[bookmark: _rylvq9ubaq6t]🔗 How to Merge Two Asana Accounts
Front Row Group – Account Consolidation Process

[bookmark: _8hgqemikdyi1]✅ Why Merge Accounts?
Merging your Asana accounts is helpful if you:
· Created separate accounts with different emails

· Want to unify your tasks, projects, and workspace access

· Are transitioning from a personal to a Front Row–managed email

🛡️ Merging is permanent. Once merged, your accounts cannot be separated again.

[bookmark: _oys7t6h7yhq3]🧭 Step-by-Step: Merge Asana Accounts
[bookmark: _k2tzvjgwnk79]1. Log Into Your Primary Asana Account
This should be the account you want to keep and consolidate everything into.
[bookmark: _aj7huqy9as7o]2. Open Account Settings
· Click your profile photo (top-right corner)

· Select “My Settings” from the dropdown

[bookmark: _p2fmo8l1tx7i]3. Go to the ‘Email Forwarding’ Tab
· This tab allows you to manage multiple email addresses

· Click “+ Add New Email”

[bookmark: _q2n61ytpxugw]4. Add the Secondary Email
· Enter the email from the account you want to merge

· Asana will send a verification email to that address

[bookmark: _1pm5lntlu3n0]5. Verify the Merge
· Log into your secondary email inbox

· Click the verification link sent by Asana

· You may be asked to log in again — use your main (primary) account credentials

[bookmark: _2laxrb4lb7g2]6. Finalize
· After verification, both email addresses will be associated with the same account

· You can now log in using either email address

🔁 Once merged, all future access and notifications can be routed through the email of your choice.

[bookmark: _9u2gvkzdnjf8]🛠 Additional Notes for Front Row Employees
· If you're using a personal email with Asana, please switch to your @frontrowgroup.com email for better integration with our org-wide workspaces

· You’ll have improved access to shared projects, permissions, and SSO authentication

📥 This is especially important during onboarding or if you're taking on a project management role.

[bookmark: _7xbkddinjaui]❓ Need Help?
If you're unsure which account to make your primary, or run into issues merging:
📧 Contact IT: help@frontrowgroup.com
 💬 Or refer to the onboarding support contact listed in your welcome documentation

[bookmark: _d6ddsebfr9o2]👤 How to Find Your Username on a Mac
Front Row Group – Identifying Your Mac Account Info

[bookmark: _ohrol896b9f2]🧠 What’s the Difference?
Your Mac user name and account name can be different:
· User Name (Display Name): What you see when logging in

· Account Name (Short Name): The system-level ID used by macOS to track your files and settings

🛡️ The account name is permanent and tied to your system. If mismatched or incorrect, contact IT for assistance during rollout support.

[bookmark: _s103ogng0xoa]🔍 Step-by-Step: Find Your User Name
[bookmark: _bdi37796sdii]Option 1: Use System Settings
1. Open System Settings (or System Preferences on older versions)

2. Navigate to Users & Groups

3. Your user name will be listed on the left sidebar (under your avatar)


[bookmark: _o7srm4f5e37u]🏠 Step-by-Step: Find Your Account Name (Short Name)
1. Open a Finder window

2. From the top menu bar, select Go → Home

3. Look at the top of the Finder window

4. You’ll see a house icon 🏠 with your account name next to it

✏️ Example: If the name is “jsmith”, that’s your account name.

[bookmark: _ue1a7mhvhqsg]⚠️ Important Notes for Front Row Devices
· If your user name and account name do not match (e.g., “Jane Smith” vs. “jane123”), this may cause issues with authentication, updates, or access to services like Slack or VPN

· This is especially critical during device rollout or onboarding configuration


[bookmark: _xrbhlzqu7xp4]🆘 Need Help?
If your names are mismatched or you’re unsure which to use:
📧 Email IT: help@frontrowgroup.com
 📅 We’ll schedule a review session to align your user and system identity for a smooth rollout experience.

[bookmark: _a55gffohjxgw]🎹 How to Swap Ctrl and Fn Keys on Lenovo Laptops
Front Row Group – Lenovo Keyboard Customization Guide

[bookmark: _is4b9aqdvtg0]🔄 Why Switch Ctrl and Fn?
By default, Lenovo places the Fn (Function) key where most users expect the Ctrl key. If you're more familiar with standard layouts (like Mac or Dell), you may want to swap their functions for muscle memory and productivity.

[bookmark: _r6wol9f8zs3]🛠️ Step-by-Step: Swap Ctrl and Fn Using Lenovo Keyboard Manager
[bookmark: _q05ddofzn0y9]✅ Option 1: Open via F11 (Quick Access)
1. Press the F11 key while on the desktop

2. If your system supports this shortcut, the Lenovo Keyboard Manager will open directly

3. Proceed to the swap instructions below


[bookmark: _xk5j2416pjb7]🔍 Option 2: Open Through Control Panel
1. Open the Start Menu and search for Control Panel

2. Change the view in the top-right to “Small Icons” or “Large Icons”

3. Search or scroll to find and select Lenovo – Keyboard Manager


[bookmark: _4j5jwfamkxlp]🧭 Swap the Keys
1. In the Keyboard Manager app, find the tab labeled:
 “Fn key and Ctrl key swap”

2. Toggle the swap setting to:

· On – To make the Fn key behave like Ctrl, and vice versa

· Off – To revert to the default Lenovo layout

3. Click Close

✅ The change takes effect immediately. No reboot required.

[bookmark: _ii1mc5d57vjl]❓ Can’t Find the Keyboard Manager?
If you don’t see Lenovo Keyboard Manager in Control Panel:
· Make sure your Lenovo device has the Lenovo Utility or Lenovo Vantage software installed

· Reach out to IT Support if you need installation or access assistance


[bookmark: _4nxpr3uplq92]🆘 Need Help?
For Lenovo-specific layout changes, BIOS-level swaps, or if the utility is missing:
📧 Contact IT: help@frontrowgroup.com


[bookmark: _phg5nlipd91t]📥 Fixing Gmail Emails Misclassified to “Updates”
Front Row Group – Inbox Configuration & Troubleshooting Guide

[bookmark: _qniuepifnge5]🧩 What’s Going On?
If important emails are landing in the “Updates” tab instead of your Primary Inbox, this is often due to:
· Gmail filters applying unwanted labels

· Inbox category settings prioritizing Updates

· Notification preferences not flagging new arrivals

📌 This is common with automated systems like Asana, Notion, or calendar invites. But the good news—it’s fixable.

[bookmark: _1zh4i3p8t304]🛠️ Step-by-Step: How to Fix It
[bookmark: _5ki0pflm1212]✅ 1. Check for Filters
1. Open Gmail

2. Click the gear icon → See all settings

3. Go to the “Filters and Blocked Addresses” tab

4. Look for any filters that:

· Apply the “Updates” label

· Archive or skip the Inbox

5. Click Delete next to any filter that might be redirecting emails incorrectly

6. Click Save Changes


[bookmark: _7o1ejqjegxtc]✅ 2. Disable the “Updates” Inbox Category
1. In Gmail, click the gear icon → See all settings

2. Go to the “Inbox” tab

3. Under Inbox type, select “Default”

4. Click Customize

5. Uncheck the “Updates” category

6. Click Save Changes

💡 This will route all emails (previously under Updates) into your Primary tab.

[bookmark: _s3yfogvsrimf]✅ 3. (Optional) Adjust Notifications for Updates
If you prefer to keep the Updates tab but want to receive alerts:
1. Go to Settings → See all settings → General

2. Scroll to Desktop Notifications

3. Select “Notify for every message” or configure specific notification rules via your browser or mobile app


[bookmark: _ek118yapaqj5]📚 Learn More
You can also refer to Google’s article on category-based inboxes:
 🔗 Google Inbox Categories – Support Guide

[bookmark: _xnhlxzfetz2]🆘 Need Help?
If emails are still being misrouted or you use Gmail filters as part of a custom workflow:
📧 Contact IT Support at help@frontrowgroup.com
 We'll help identify misconfigurations and ensure your inbox works as intended.

[bookmark: _q8spxzm40shf]🗂️ How to Automatically Filter Emails in Gmail (Skip Inbox)
Front Row Group – Gmail Inbox Management & Label Automation

[bookmark: _fcf2do4qe3b]🔄 Why Use Filters?
Creating filters in Gmail helps you:
· Declutter your inbox

· Route automated emails, reports, or newsletters into folders

· Stay focused on priority messages

· Automate workflows (e.g., categorize billing emails, tools notifications, etc.)

🧠 This is great for emails from apps like Asana, Notion, Google Forms, or vendor systems that you want to reference but not act on immediately.

[bookmark: _m9a11ovjbcmj]🛠️ Step-by-Step: Create an Automated Gmail Filter
[bookmark: _8jtr0elbda5]✅ 1. Open Gmail and Start a Filter
· Click the search bar dropdown icon (🔍) at the top

· In the search form, fill in any filter criteria:

· From (e.g., no-reply@asana.com)

· Subject (e.g., “Daily Digest”)

· Has the words, etc.

Then click “Create filter” at the bottom of the search window.

[bookmark: _y3zt9vus4rzc]✅ 2. Configure Filter Settings
In the next window, check the following options:
· ✔ Skip the Inbox (Archive it)

· ✔ Apply the label: (Choose existing or click “New label…” to create one)

· Example: Asana Reports, Billing Receipts, or HR Updates

📥 You can also check “Mark as read” or “Never mark as important” depending on your preferences.
Click “Create filter” to activate it.

[bookmark: _i7q0knezhbc5]✅ 3. Apply It to Existing Emails (Optional)
Before clicking Create filter, you can check:
 ✔ “Also apply filter to matching conversations”
 This moves existing emails that meet the criteria to the chosen label too.

[bookmark: _htugofsbcqo9]📁 Pro Tips
· Use consistent naming for labels (e.g., “Ops - Vendors”, “HR - Benefits”)

· Combine filters with Gmail’s colored labels for visual organization

· Review filters regularly under Settings → Filters and Blocked Addresses


[bookmark: _7k9nzkaloqhf]❓ Need Help?
If you're unsure about using advanced filters or automating inbox triage:
📧 Reach out to IT Support at help@frontrowgroup.com
 We'll help build filter templates or troubleshoot routing issues.

[bookmark: _catuaq5bmfnj]🚨 Text Messages Are Not Secure!
Front Row Group – Smishing Awareness & Secure Communication Reminder

[bookmark: _z0a9l8lb7k2]📱 What Is Smishing?
Smishing is a form of phishing conducted through SMS (text messages). These messages often appear to come from:
· Colleagues or partners

· Company vendors or support teams

· Executive Team members

They may include:
· Malicious links

· Urgent requests for money, gift cards, or login credentials

· Prompts for sensitive personal or financial information

🔐 Treat text messages as inherently insecure—especially if they seem unexpected, urgent, or “off.”

[bookmark: _iajnhlownf3d]🧭 What Should You Do?
✅ Do:
· Always verify suspicious texts via Slack, Zoom, or official email

· Be wary of spoofed numbers—a familiar name doesn’t mean it’s a real message

· Use common sense: executives will never ask you for money or gift card codes via SMS

❌ Don’t:
· Click links in unexpected text messages

· Respond to unknown numbers claiming to be from leadership

· Share company or personal information over text


[bookmark: _xh7l2g8c0j4l]🎓 Stay Cyber Aware
Smishing, spear phishing, and other social engineering tactics are covered in our required Cyber Security Training.
📚 Log in here to stay educated and protected:
 🔗 Cyber Security Training Portal
❗ Note: This training is not applicable to the fronrowgroup.de domain team.

[bookmark: _1cwtac5g1ws2]🆘 Need Help?
If you suspect a message may be malicious or you're unsure how to verify it:
📧 Contact IT / Information Security at help@frontrowgroup.com
 🔐 We’ll assist with verifying communications, reporting threats, or accessing your training portal
🛡️ Security is a shared responsibility. Stay alert. Stay informed. Do your part.

[bookmark: _stszi3tq1xkl]📁 Store Shared Files in the Company Drive
Front Row Group – File Ownership & Collaboration Best Practices

[bookmark: _x7mkxitmlx2o]📌 Why This Matters
This is a friendly reminder that any files shared across departments or with clients on behalf of Front Row Group should be stored in the Company Drives:
· ✅ FR East

· ✅ FR West

🚫 Please avoid using your personal Google Drive for collaborative or client-facing files.

[bookmark: _2s6fr5x903rn]🧠 Why Use the Company Drive?
Storing work in the Company Drive ensures:
· ✅ Proper file ownership under the company domain

· ✅ Team-wide accessibility (no need to manually share)

· ✅ Backups and compliance with Front Row’s internal data policies

· ✅ Seamless access during transitions, PTO coverage, or role changes


[bookmark: _6i4qgfhvfw9e]📦 What to Do
If you have content currently stored in your personal Drive (e.g., under your @frontrowgroup.com account) that:
· Is being used cross-functionally

· Is part of a client deliverable

· Is referenced in team projects or ops workflows

👉 Please move it to the appropriate Company Drive folder today.

[bookmark: _yxjkke1kez7i]🆘 Need Help?
For assistance with:
· File migration

· Organizing shared folders

· Managing access permissions

📧 Reach out to IT Support at help@frontrowgroup.com

[bookmark: _bnmpm1okcle]🙌 Thank You
Your attention to this helps keep our content:
· Organized

· Secure

· Accessible to everyone who needs it

Let’s continue working smarter—together.
[bookmark: _99jj42sepug]🚫 Personal Accounts Must Not Be Used for Company Data
Front Row Group – Data Ownership & Access Policy

[bookmark: _34gij570t6cl]🔐 Policy Summary
To maintain security, compliance, and accountability, storing any company data in personal accounts is strictly prohibited.
All work-related content must be created, accessed, and stored exclusively through your @frontrowgroup.com account.
🛡️ This policy protects both you and the company by ensuring controlled access, proper file ownership, and data continuity.

[bookmark: _r5nz5ieif3r]📂 What’s Covered?
This policy applies to all types of company data, including:
· Documents, presentations, and spreadsheets

· Client communications and deliverables

· Reports, analyses, and internal memos

· Design files, assets, or creative work

· Login credentials, contracts, and legal documents

📌 No Front Row data should live in a personal Google Drive, Dropbox, iCloud, or any non-company workspace—even temporarily.

[bookmark: _ggux867t034s]✅ All Data Must Live in:
· Your @frontrowgroup.com Google Workspace account

· FR East / FR West Shared Drives

· Company-managed platforms like Slack, Asana, Notion, etc.


[bookmark: _z8yaw1q10ajv]⚠️ Why It Matters
Using personal accounts introduces serious risks:
· ❌ Data loss during offboarding

· ❌ Unauthorized access or sharing

· ❌ Inability to retrieve or audit company files

· ❌ Violations of client contracts and compliance requirements


[bookmark: _ldpf9zsc30jn]🆘 Need Help Moving Files?
If you have existing work stored in a personal account:
📧 Contact IT Support at help@frontrowgroup.com
 We’ll help with safe migration and permissions setup.

[bookmark: _2b5juutev9e6]🧭 Final Note
Always operate with your company account as your single source of truth. This is not just best practice—it’s policy.

[bookmark: _7p94dqh1tibi]🔍 Device Privacy & Data Access at Front Row
Front Row Group – Transparency in IT Access & Security Controls

[bookmark: _yrucl3d6cexm]🛡️ No Spyware. No Surveillance.
At Front Row Group, your privacy matters.
 We want to be transparent: our company policy does not include the use of any spyware, monitoring software, or background surveillance tools on company-issued devices.
👁️‍🗨️ We do not monitor user activity, screen content, or personal browsing behavior.

[bookmark: _s96773cmwuq]🗂️ What Access IT Does Have — and Why
While we do not surveil activity, Front Row IT retains administrative access to company systems to ensure:
· 🔁 Business continuity

· 🔍 Security oversight

· 🧯 Disaster recovery

This includes access to:
· Google Drive (company files and shared content)

· Gmail (Front Row Group email accounts)

· Other tools tied to your @frontrowgroup.com credentials (Slack, Notion, Asana, etc.)


[bookmark: _q9f1mwajry21]🔐 Why This Access Is Essential in a Secure Work Environment
1. Data Recovery
 If an employee is out, offboarded, or facing a device failure, IT must be able to retrieve files or communications critical to client work or business operations.

2. Access Revocation
 In the event of a security risk, data breach, or offboarding, IT must ensure timely removal of access to protect company and client assets.

3. Legal and Compliance Obligations
 Front Row supports regulated clients and internal audits. Administrative access enables secure data retention and legal hold compliance.

4. Incident Response
 If a device is lost, stolen, or compromised, IT must be able to remotely secure, wipe, or audit data to contain threats and prevent exposure.

5. Shared Responsibility
 Many projects span departments. Administrative visibility ensures that no critical work is locked behind a single account.


[bookmark: _a2yyeu86w0p3]✅ What This Doesn't Mean
· We don’t read personal communications

· We don’t monitor your screen or device usage

· We don’t collect keystrokes, webcams, or private files on personal storage

🔐 We only access systems as needed to support secure, collaborative, and compliant operations.

[bookmark: _5681kw4pbtbm]🆘 Questions or Concerns?
We encourage transparency. If you have questions about data access, offboarding procedures, or device controls:
📧 Contact IT Security & Compliance at help@frontrowgroup.com

[bookmark: _du77pehherhg]🛡️ How IT Keeps Front Row Devices Secure
Front Row Group – Device Policies, MDM Tools & Endpoint Protection

[bookmark: _ycan3e25giub]🧠 Why Device Security Matters
At Front Row Group, every laptop, tablet, and mobile device used for work is a potential gateway to sensitive client data, proprietary strategy, and internal communications. To protect the company—and you—we enforce a consistent device security policy across macOS and Windows environments.
🔐 Our goal is simple: ensure devices stay secure, up-to-date, and recoverable—without interrupting your work.

[bookmark: _984cai2827qw]🍏 For Mac Devices: Mosyle MDM
We use Mosyle Mobile Device Management (MDM) to manage and secure all company-issued Apple devices.
[bookmark: _oyd7j5jb56tq]What Mosyle Does:
· ✅ Ensures encryption, firewall, and password settings are enabled

· ✅ Installs approved software like Slack, Zoom, and VPN tools via Self Service

· ✅ Pushes important OS updates and security patches

· ✅ Allows IT to remotely lock, wipe, or recover lost or stolen Macs

· ✅ Helps troubleshoot issues without invading your privacy

📦 Think of Mosyle as a secure pipeline that delivers apps, updates, and policies without needing hands-on access.

[bookmark: _q7pk2nzaxe1f]🪟 For Windows Devices: Microsoft Intune
For Windows machines, we rely on Microsoft Intune, a powerful enterprise-grade endpoint management tool.
[bookmark: _p13zhy5blwne]What Intune Provides:
· ✅ Enforces device encryption, strong passwords, and anti-virus compliance

· ✅ Automates software deployment and Windows updates

· ✅ Ensures company data is protected, even if accessed remotely

· ✅ Allows IT to remotely lock or wipe devices if compromised

· ✅ Integrates with Azure Active Directory and SSO to secure access across systems

💼 Intune keeps your Windows device work-ready and compliant without interrupting your workflow.

[bookmark: _bn90xtjazia]🔍 Transparency & Trust
Here’s what these tools do NOT do:
· ❌ They do not track your screen or activity

· ❌ They do not record private browsing

· ❌ They do not access personal apps or files

🎯 Their role is to ensure secure, compliant, and reliable access to company systems.

[bookmark: _za08vy4pic8l]✅ What You Can Do
· Use your company-assigned device for all work-related tasks

· Keep Self Service (Mac) and Company Portal (Windows) installed

· Reach out to IT before installing unapproved software

· Report suspicious activity or lost devices immediately


[bookmark: _jc4skialuzvd]🆘 Questions or Device Issues?
Need help with a device, settings, or software installation?
📧 Contact IT Support at help@frontrowgroup.com
 We'll keep your tools secure—and your work uninterrupted.

[bookmark: _actuymxhdyhj]ChatGPT said:
Here’s a comprehensive, executive-level overview of how Front Row Group maintains a strong IT and security posture, formatted in your preferred internal style and including both strategic controls and operational realities of the IT team’s efforts:

[bookmark: _rhl2pp384u4p]🔐 How Secure Is Front Row Group?
An Inside Look at Our IT & Security Practices

[bookmark: _ppt3hk2txmog]🛡️ Our Security Posture: Proactive, Layered, and Evolving
Front Row Group takes a zero-compromise approach to security. We operate in a client-facing, compliance-conscious environment where digital trust and data protection are mission-critical.
Our IT and Information Security posture is built on multi-layered protection, real-time monitoring, centralized control, and user education. But maintaining that security is also a constant, high-effort, behind-the-scenes operation involving:
· Endpoint management

· Access control

· Data loss prevention

· Threat response

· User compliance

🧠 Security isn’t just software. It’s a sustained process, powered by people, tools, and continuous review.

[bookmark: _jx3ny1sx5wc9]🔧 Core Practices & Tools That Keep Front Row Secure
[bookmark: _yoa04mkdcs29]1. Device Management & Policy Enforcement
· Mosyle MDM on Macs and Microsoft Intune on Windows ensure:

· ✅ Device encryption

· ✅ Secure passwords and screen locks

· ✅ Remote wipe/lock for lost devices

· ✅ Verified app installs via Self Service / Company Portal

· Device policies are deployed org-wide, ensuring all machines meet compliance requirements regardless of user location.

🎯 This requires ongoing testing, policy updates, and helpdesk triage—weekly.

[bookmark: _yt6dw7kr66oh]2. Google Workspace Security Controls
· Enforced use of @frontrowgroup.com for all company data

· SSO (Single Sign-On) required for integrated services

· Google Drive sharing restrictions to prevent accidental leaks

· Company Drives (FR East, FR West) centralize permissions and ownership

· Gmail protections like SPF, DKIM, DMARC, and 2FA enforcement

📁 IT regularly audits file ownership and email routing patterns for risk.

[bookmark: _1n38nws53lim]3. Access Control & Role-Based Permissions
· Principle of Least Privilege (PoLP) ensures users only access what’s necessary

· Shared accounts are avoided—everything is user-authenticated

· Admin access is granted only temporarily and logged

· Offboarding includes revocation of all account access, device lockout, and file migration

🧾 This requires coordination with HR, department leads, and legal when applicable.

[bookmark: _xs6roc80y7c2]4. Cybersecurity Training & User Awareness
· Ongoing phishing simulations and threat recognition campaigns

· Required completion of PII Protect training modules

· Guidance on risks like smishing, spear phishing, and unauthorized sharing

· Public IT documentation on suspicious message handling and app hygiene

💬 User education isn’t a one-time task—it’s a cultural priority.

[bookmark: _gbxth1tw7vya]5. Threat Monitoring & Incident Response
· Real-time alerts from MDM, Intune, Gmail, and Google Admin

· Suspicious logins or file access reviewed by the IT team

· VPN activity and geolocation anomalies flagged

· IT has the ability to lock or quarantine devices if needed

🧯 Incident response requires fast judgment calls, cross-department communication, and log analysis under pressure.

[bookmark: _qzdz1kl5ab3b]6. Data Recovery & Continuity
· Company Drive architecture ensures files remain available after offboarding or role changes

· IT retains backup access to Gmail, Drive, Asana, Notion, and Slack data

· IT can recover documents or audit activity on a timeline if requested by Legal, HR, or leadership

🔁 Data recovery processes must be repeatable, auditable, and quick.

[bookmark: _cvxpp7uj77jv]7. IT Workload: High Volume, High Trust
Behind the scenes, the IT team is responsible for:
· Managing dozens of device deployments per month

· Handling hundreds of access and permission tickets

· Monitoring 24/7 system alerts and Google Admin logs

· Conducting internal audits, onboarding reviews, and compliance support

· Building and maintaining internal knowledge systems (like this)

⏳ Each secure experience you have—just logging in, accessing files, collaborating—is the result of continuous IT work.

[bookmark: _qzdry1jchwa6]✅ Bottom Line: Are We Safe?
Yes, Front Row Group is secure, but security is a living system.
Thanks to a combination of:
· Enterprise-level tools

· Thoughtful process design

· A hardworking IT team

· And an aware user base (that’s you!)

…we maintain strong defenses without compromising productivity.

[bookmark: _neuar3vuqdtn]🧭 What You Can Do
· Use only your Front Row account for work

· Keep files in Company Drives

· Complete security training on time

· Report suspicious messages to help@frontrowgroup.com

· Reach out before installing new tools or workflows

[bookmark: _1669rjwtybm2]🔄 Important: Sync Your Files with Google Drive
Front Row Group – Mandatory Cloud Backup Policy

[bookmark: _6cl4cpp2jblt]🛡️ Why This Matters
To protect your work and maintain secure, recoverable data across all Front Row Group–issued devices, it is mandatory that all employees install and use the Google Drive for Desktop application.
This ensures:
· ✅ Automatic file backup to the cloud

· ✅ Secure access from any device, anywhere

· ✅ Protection against loss due to theft, damage, or hardware failure

· ✅ Compliance with Front Row’s domain-level data policies


[bookmark: _deurtug1k9l]⚠️ Immediate Action Required
If your company device is not currently syncing with Google Drive, please take action immediately using the setup instructions below.

[bookmark: _bvxcqefvrjyp]🛠️ How to Set Up Google Drive for Desktop
[bookmark: _mf25muu7cbgf]1. Download the App
🔗 Download Google Drive for Desktop
· Under “For Individuals”, click “Download Drive for desktop”


[bookmark: _7v9bklyamq0x]2. Install the Application
· Windows: Open the .exe file

· Mac: Open the .dmg file

· Follow the on-screen instructions to install


[bookmark: _oq19zig3tpl9]3. Sign In to Google Drive
· Launch the Google Drive desktop app

· Sign in using your @frontrowgroup.com Google Workspace account


[bookmark: _o5dqmnr5lpo9]4. Select Sync Preferences
Choose one of the following sync modes:
· 🔄 Mirror files:
 Stores all Drive files both locally and in the cloud

· ☁️ Stream files (Recommended):
 Files live in the cloud but appear on your computer—saves storage

Then select the local folders you want to sync:
 ✔ Desktop
 ✔ Documents
 ✔ Downloads

[bookmark: _6fiwmiol1ft8]5. Verify Your Sync is Active
Once set up:
· A Google Drive folder will appear in your File Explorer (Windows) or Finder (Mac)

· Files saved in selected folders will automatically upload to Google Drive

· You’ll see sync indicators (checkmarks) confirming successful uploads


[bookmark: _e60m96v6axmg]🧭 Need Help?
If you experience issues installing or syncing:
📧 Contact IT Support at help@frontrowgroup.com
 We’ll ensure your device is backed up and policy-compliant.

[bookmark: _v9rgfbeuav8c]🧠 Reminder
Un-synced devices risk permanent data loss, lack of backup, and violate Front Row’s information security protocols. Please take action today to protect your work and our shared resources.

[bookmark: _hgzcq4zd8vag]🍎 Reminder: Do Not Use Personal Apple IDs on Company Devices
Front Row Group – Device Compliance & MDM Integrity Policy

[bookmark: _7kwfn9yyu7qq]🔐 Why This Matters
As communicated by IT at the beginning of the year, personal Apple IDs must not be used on company-issued devices—especially those managed through our Mobile Device Management (MDM) platform, Mosyle.
Connecting a personal Apple ID can create system-level conflicts that disrupt both your workflow and our device security protocols.

[bookmark: _8r8gadja0bm7]⚠️ Risks of Linking a Personal Apple ID
When a personal Apple ID is used on a company-managed Mac or iOS device, it may lead to:
· ❌ Device lockouts

· ❌ Unintended iCloud syncing or backups of personal apps and data

· ❌ Conflicts with Mosyle’s remote management tools

· ❌ Extended downtime and IT troubleshooting

🧠 Apple’s native security protections may treat MDM configurations as intrusive if a personal ID is present—leading to restrictions that even IT cannot override.

[bookmark: _cxtwh1vjnuiw]📣 Policy Recap
Back in January, IT issued a company-wide directive asking all team members to:
· Refrain from using personal Apple IDs on any Front Row–issued devices

· Operate entirely within Google Workspace and company-approved cloud apps

If you're now experiencing a lockout, it is most likely due to this Apple ID conflict.

[bookmark: _pt8liqb51ps9]✅ Required Actions (Effective Immediately)
To ensure compliance and avoid further device issues:
· 🚫 Do not sign into or associate any personal Apple ID with a company laptop or iOS device

· ✅ Use only Google Workspace tools for document storage, email, and app access

· ☁️ Back up local files using the Google Drive desktop app (see Drive Sync Guide)


[bookmark: _fo78vwlvkwh]🆘 Need Help?
If your device is locked or you need assistance removing an Apple ID:
📧 Email IT Support at help@frontrowgroup.com
 💬 Or message us in #it-tech-help on Slack

[bookmark: _5mk7cwl4jows]🙏 Thank You
Your compliance helps keep Front Row systems secure, recoverable, and fully operational across the organization.
Let’s continue working efficiently and securely—together.

[bookmark: _v0huugpk4524]🌍 How to Share Files with EU or US Employees
Front Row Group – Cross-Region File Sharing Guide

[bookmark: _aopl0q2jiwu0]📂 From Google Workspace (Google Drive)
[bookmark: _la7wp2nvloc8]✅ Step 1: Share the File or Folder
1. Open Google Drive

2. Right-click on the file or folder you want to share

3. Select “Share”

4. In the “Invite people” field, enter the appropriate Google Group email:

· 🇪🇺 EU Colleagues: frontroweurope@frontrowgroup.de

· 🇺🇸 US Colleagues: us-eu-fileshare@frontrowgroup.com

· 🧩 BIA Colleagues: us-eu-fileshare@buildinamsterdam.com

5. Choose the permission level:

· Viewer – Can view only

· Commenter – Can comment but not edit

· Editor – Can fully edit the content

6. Click Send


[bookmark: _dveqjiodjjia]🔍 Step 2: Access Shared Files via Group
· Group members can find files shared with them in their Google Drive under the “Shared with me” section

· Files can be added to “My Drive” for easier access


[bookmark: _9ldhx73bius3]🗃️ From Microsoft Office 365 (SharePoint / OneDrive)
[bookmark: _165crehuak8u]✅ Step 1: Share the File
1. Navigate to the file in OneDrive or SharePoint

2. Click “Share” or “Manage Access”

3. In the recipient field, enter the appropriate Microsoft 365 Group email:

· 🇪🇺 EU Colleagues: all@frontrowgroup.de

· 🇺🇸 US Colleagues: Share with “Front Row Wiki Access” group

4. Assign the permission level:

· View – Read-only

· Edit – Can modify content

· Full Control – Can manage permissions


[bookmark: _urxwyzivp0bf]🔍 Step 2: Access Files via Microsoft Groups
· Shared files will be accessible via SharePoint or OneDrive, depending on where they were shared

· Group members can find files directly in the Microsoft Group workspace or shared libraries


[bookmark: _82h6vtv8xn2u]✅ Best Practices
· Always double-check the group email address before sending

· Use Editor access only when collaboration is necessary

· For sensitive documents, consider adding a brief note explaining the context of the share


[bookmark: _t8w08ahaizgd]🆘 Need Help?
If you’re unsure which group to use or run into permission errors:
📧 Contact IT Support at help@frontrowgroup.com
 Or message us in the #it-tech-help Slack channel

[bookmark: _uxunud7bmt2u]📆 How to Share Your Google Calendar
Front Row Group – Calendar Visibility & Scheduling Collaboration Guide

[bookmark: _pszxsh6sokqp]🧭 Why Share Your Calendar?
Sharing your Google Calendar helps teams:
· Coordinate meetings more efficiently

· Improve visibility across time zones and departments

· Avoid scheduling conflicts

· Collaborate with clients or partners seamlessly


[bookmark: _1sg9y1ysgzda]👥 Sharing with Specific People or Groups
1. Go to calendar.google.com on your computer

2. On the left under “My calendars,” hover over the calendar you want to share

3. Click the three-dot icon → “Settings and sharing”

4. Scroll to “Share with specific people or groups”

5. Click “Add people”

6. Enter the email address(es) of individuals or Google Groups

[bookmark: _mvyfrsvc9mkt]🔐 Choose Permission Level:
· See only free/busy (hide details): Great for availability checks

· See all event details: Allows full visibility without edit access

· Make changes to events: Enables collaborators to edit existing events

· Make changes and manage sharing: Grants full control (use with caution)

7. Click Send to apply sharing settings


[bookmark: _l8op2x4ydg3x]🌍 Making Your Calendar Public (Optional & Caution Advised)
Only use this setting if you're intentionally sharing your calendar externally (e.g., public events):
1. Follow steps 1–3 above

2. Under “Access permissions for events,” check “Make available to public”

3. Choose visibility:

· See only free/busy

· See all event details

4. You’ll receive a shareable link or embed code if needed

⚠️ Public calendars can be viewed by anyone on the internet. Use only when appropriate.

[bookmark: _vxavhx49yock]📱 Mobile Limitation
Google Calendar mobile apps do not support calendar sharing settings.
 Use a web browser on desktop or enable desktop mode on mobile to access full sharing options.
[bookmark: _l89ashvjc885]💡 Pro Tips
· Create separate calendars for different roles or contexts (e.g., Work, Team Projects, Personal)

· Use “See only free/busy” for privacy while still enabling availability checks

· Use the “Find a Time” or “Appointment Slots” features for efficient scheduling with teammates


[bookmark: _xv1h0eeswxcl]🆘 Need Help?
If you're unsure about the right permissions or need help sharing with a specific group:
📧 Contact IT Support at help@frontrowgroup.com
 💬 Or message us in #it-tech-help on Slack

[bookmark: _okf4hcuzzte0]📝 Front Row Group – Information Security & Scope of Services Overview for Coty

[bookmark: _ct3qgib9vb8d]SP-1. Scope of Services Provided to Coty
Front Row Group will provide Direct-to-Consumer (DTC) marketing and content creation services to Rimmel London, a Coty-owned brand.

[bookmark: _g43xmhmxivv4]SP-2. Cybersecurity Program Overview
Front Row Group’s cybersecurity program is built to protect confidentiality, integrity, and availability of all organizational data. The program supports:
· Regulatory compliance

· IT risk reduction

· Protection of sensitive data

· Business continuity

Key Components Include:
· Policy Framework: 14 core policies covering data classification, access control, identity management, incident response, vendor management, and BCDR

· Risk Management: Annual risk assessments (most recent recorded 64 events, 0 critical/high, 7 moderate)

· Security Controls: Fortinet firewalls, secure Google Drive storage, CRM systems, tested disaster recovery plans

· Training: Quarterly cybersecurity training covering phishing, smishing, and secure communication

· Future Enhancements: Re-evaluation of access controls and ongoing updates to address emerging threats


[bookmark: _gyyr4xwdbbrn]SP-3. Security Controls in Place
Front Row Group maintains robust internal security measures, including:
· Documented policies and guidelines

· Internal and third-party audits

· Ongoing risk assessments

· Secure HR and onboarding processes

· Incident response procedures

· Change management practices

· Formal Disaster Recovery Plan


[bookmark: _i0nj9tc7outf]SP-4. Data Segregation for Coty
Yes. Data segregation is enforced via Front Row’s Data Classification Policy, distinguishing Public vs. Non-Public Information, with role-based access control and regular classification reviews.

[bookmark: _wdmn5codvej0]SP-5. Deletion of Personal Data
Yes. Data is deleted when no longer needed for business or regulatory purposes.
· Archived after 2 years

· Deleted after 7 years

· Enforced through documented lifecycle and BCDR policies


[bookmark: _dqu4od1qqm4w]SP-5a. Employee Access to Coty Data
Access is restricted using:
· Least privilege principle

· Role- and time-bound access controls

· Two-factor authentication on key systems

· Logged and monitored access with regular reviews

· Onboarding and offboarding procedures


[bookmark: _s7k4n29n5h5b]SP-6. Security Awareness Training
· Mandatory for all users

· Annual recertification required

· Quarterly updates sent to reinforce awareness

· Simulated phishing exercises conducted

· New hires included during onboarding


[bookmark: _cgbeccwgd062]IA-1. Information Security & Privacy Policies
Front Row Group maintains internal documentation covering:
· Classification and access control

· HR and physical security

· Incident response and compliance

· Data retention and destruction

IA-1b: Supporting documentation – Not provided in this submission

[bookmark: _vrlt26osfnhy]IA-2. Disaster Recovery Plan
Yes – A formal, tested, and maintained BCDR plan is in place.

[bookmark: _lt0msd1l85bz]TP-1. Vendor Risk Management
Front Row maintains a structured Vendor Risk Management Program, requiring:
· Pre-engagement security reviews

· Contractual data protection clauses

· Subcontractor compliance

· Periodic reassessments

· Incident notification and cooperation

· Security questionnaires and documentation


[bookmark: _3q3kd81mnoa7]TP-2–TP-4. Third-Party Relationships
· All third-party contracts include enforceable security requirements

· No subcontractors or partners used for Coty services

· Cloud providers: Google & Microsoft

· No access to Coty production systems

· Security incidents: None reported in the last 24 months


[bookmark: _7bv918n9is5n]TP-4. Security Incident Response Process
Structured and documented process includes:
1. Detection

2. Assessment

3. Containment

4. Investigation

5. Eradication & Recovery

6. Notification

7. Documentation

8. Post-incident review


[bookmark: _tqpvhxepsmsb]NS-1 to NS-6b. Network & Endpoint Security
· Written network guidelines

· Fortinet firewalls

· Encrypted internal traffic

· Active monitoring (real-time + quarterly review)

· VPN with MFA

· Endpoint security and disk encryption across devices

· SIEM logging and review in place


[bookmark: _7crezg515qjq]SS-1 to SS-3b. Server & System Security
· Consistent OS patching via automated tools

· Security logging and log retention

· SIEM integration for event management


[bookmark: _7re9fgpxcqnv]DS-1 to DS-4. Device Security
· Malware protection with scans and allowlisting

· Desktop and laptop event logging

· Full disk encryption (Mac, Fortinet, Microsoft)

· Encrypted mobile device sync for confidential data


[bookmark: _whlxclsj8ojm]TS-1 to TS-2. Penetration Testing
· Most recent penetration test: May 7, 2025

· Vendor: Pentest-Tools

· Findings: 0 critical, high, or medium issues

· All findings (if any) remediated


[bookmark: _4gbwz4jylhxt]WS-1. Web Applications
No services provided to Coty include web application development.

[bookmark: _uytp0wic5ytf]SI-1. Security Incidents
Front Row Group has not experienced any cybersecurity events in the last 24 months.

[bookmark: _680xvj8lrzg1]🎥 Zoom Room 101: How to Use Front Row’s Conference Room Technology
Front Row Group – Internal Collaboration & Meeting Room Guide

[bookmark: _ernzlkrmnaec]📡 Screen Sharing in a Zoom Room
There are multiple ways to share your screen or content in a Zoom Room—wirelessly, using proximity detection, entering a sharing key, or using a browser.
[bookmark: _83veon8j53qv]✅ Method 1: Proximity-Based Direct Share (Recommended)
If proximity detection is enabled:
1. Open your laptop near the Zoom Room

2. Click “Share Screen” in the Zoom desktop app

3. Zoom will detect the room and auto-share (no key or ID required)

4. Audio will be auto-muted on your laptop to avoid echo

🎯 Proximity detection uses ultrasonic sound from the Zoom controller and your device's microphone.

[bookmark: _op25sjzp9uv]✅ Method 2: Share Using Zoom Room Controller
1. Start or join a meeting using the Zoom Room controller

2. Tap “Share Content”

3. Choose from the following options:

· Desktop: Use the Zoom app or browser

· iPhone/iPad: Uses Apple’s screen mirroring

· Camera: Use a second camera for content display

4. Your shared content will appear on the room’s display


[bookmark: _8weho98h0ocr]✅ Method 3: Manual Entry via Sharing Key or Meeting ID
1. Tap “Share Content” on the Zoom Room controller

2. A screen will show a Sharing Key and Meeting ID

3. Enter this info into your device’s Zoom client or go to share.zoom.us

4. Select what to share and click Share


[bookmark: _kd0d9or2er0b]🖥️ Zoom Room Basics
When entering a Zoom Room:
· If the system is idle, you’ll see the Zoom Room Home Screen

· You can choose to:

· Start a new meeting

· Join an existing meeting

· Share content directly without being in a call


[bookmark: _xc6zd362dfdc]🎛️ Camera Controls
On the controller:
1. Tap “Switch Camera” to select the active camera

2. Go to “Camera Controls” for manual camera movement:

· Use the directional pad for positioning

· Use + / – to zoom in and out

· Select:

· Manual (standard control)

· Auto-Framing (tracks people automatically)

· Multi-Stream (splits up to 8 participants into individual video feeds)

· Mirror Effect: Applies a visual flip—recommended OFF to avoid inverted camera movement


[bookmark: _mz73ft1up97b]🔄 Sharing Content from the Instructor Computer
· Tap “Share” on the Zoom Room home screen

· Under “Use Instructor PC”, tap “Share to Meeting”

· Your content will now display to all participants

· To stop sharing:

· Tap “Share” again and select “Stop Sharing”


[bookmark: _2wciqrvpu9io]🖼️ Layouts & Views
Tap the “View” button to change room monitor layout:
· Speaker View: Highlights the active speaker

· Gallery View: Shows all participants equally

· Content Only: Displays only shared presentation material


[bookmark: _iu1nfwvwc56b]👥 Participants Panel
· Tap “Participants” to see who’s in the meeting

· Mute/unmute users, view video status, or manage settings via the “More…” menu

· Options include hiding non-video participants or adjusting participant visibility


[bookmark: _2zvqbm9oxq5v]➕ More Features
Under the “More” menu:
· Chat: Access and manage meeting chat

· Breakout Rooms:

· Join as co-host on the facilitator computer for full control

· Or create/assign breakout rooms directly from the panel (if host)

· Focus Mode: Instructor sees all participants; participants see only the instructor—ideal for privacy-conscious meetings or lectures


[bookmark: _s9bq9qjxf4lf]🔒 Security Controls
Tap the “Security” icon to:
· Lock the meeting

· Control who can screen share, unmute, rename, or chat

· Restrict participant capabilities in real time


[bookmark: _bqx9ss45upr3]🛠️ Additional Settings & Info
· Mic/Camera Mute: Tap mic/camera icons on the home screen to toggle (gray with slash = muted)

· Volume Control: Use the slider at the bottom right of the controller

· Meeting Info: Tap the green shield icon for:

· Meeting ID

· Passcode

· Dial-in and join links


[bookmark: _o2oufos92u1m]🆘 Need Help?
For technical support, device pairing, or training requests:
 📧 Email: help@frontrowgroup.com
 💬 Slack: Post in #it-tech-help





[bookmark: _tju2slqor1p1]🤖 Using ChatGPT-4o with Front Row’s Internal Knowledge Base
Front Row Group – Smarter, Faster Decisions with Connected Intelligence

[bookmark: _okdzc4eprq6i]🧠 What Is Internal Knowledge?
Internal knowledge integration allows ChatGPT-4o to bring in relevant, organization-specific content directly into its responses—so you can:
· Find answers faster

· Eliminate context-switching between apps

· Access the right files, docs, or decks directly in the chat

· Make confident, informed decisions

🧩 ChatGPT automatically detects when internal knowledge is relevant, based on your prompt.
 🔐 This feature is only available while using GPT-4o.

[bookmark: _l1cl9mpuxhtx]📂 What Sources Are Connected?
ChatGPT-4o currently connects to shared Google Drives accessible to all employees at Front Row:
· FR East

· FR West

· Insights

These drives include team documents, decks, knowledge bases, and shared resources used across the org.

[bookmark: _8ii8eiqzhi2]📝 Supported File Types
ChatGPT can access and extract information from the following file formats stored in Google Drive:
· Google Docs

· Google Slides

· PDFs

· Microsoft Word documents

· PowerPoint files

· Plain text (.txt)

⚠️ Note:
· Embedded images or charts inside files are not yet supported

· Google Sheets and Excel files are partially supported — good for basic queries, not for advanced data analysis

· The Windows desktop app offers full parity with ChatGPT.com. Mobile and other platforms are catching up


[bookmark: _4rhwdeqwe2hr]🧭 How to Use It
[bookmark: _wtisnjt5x1gt]Option 1: Let ChatGPT Decide
Simply ask your question—ChatGPT-4o will automatically pull from internal sources if relevant.
[bookmark: _zhlzy9y4juh]Option 2: Manually Enable Internal Knowledge
· Click the “Internal knowledge” toggle in the message composer

· This directs ChatGPT to search connected drives first

🧠 Use this when you’re looking for specific files, decks, or internal documentation.

[bookmark: _am1tk26n09fv]📌 Pro Tips
· Be specific! Mention project names, dates, or file types when possible

· For example:

· “Find the Q2 revenue presentation from FR West”

· “What does our contract deck say about client onboarding SLAs?”

· You can follow up with: “Open that file” or “Summarize the key points” for deeper context
[bookmark: _e90do0ig57ox]❓ Need Help?
If you're unsure how to use internal knowledge effectively or want to request new drive connections:
📧 Reach out to IT 

[bookmark: _36lxtri81ni5]🔐 SOP: Access to Offboarded Users' Content (Managers)
Front Row Group – Email, Drive, and Calendar Access for Departing Team Member Transitions

[bookmark: _xlz4jls0flu]📧 Email Delegation Access
If you’ve been granted access to an offboarded employee’s Gmail inbox, follow these steps:
1. Go to: https://mail.google.com

2. Click your profile icon in the top-right corner (next to the Front Row logo)

3. Look for the delegated account listed — it will have a blue “Delegated” badge

4. Click the delegated account

5. A new Gmail window will open, displaying the delegated inbox

🧠 You can read, search, and respond to emails as permitted, but you cannot update account settings.

[bookmark: _ctec4rdli3o8]📂 Google Drive – Ownership Transfer Access
If content from an offboarded user’s Drive has been transferred to you, follow these steps:
1. Go to: https://drive.google.com

2. Click “My Drive” in the left-hand menu

3. You’ll see a folder named after the offboarded user’s email address

4. Open the folder to view all transferred files and folders

🔐 All transferred content maintains the original structure and permissions unless manually changed.

[bookmark: _xbwzvfi02rdu]📅 Calendar Access
If you’ve been granted access to a former employee’s calendar, it will automatically appear in your Google Calendar view.
To manage or remove it:
1. Go to: https://calendar.google.com

2. On the left, under “My calendars,” locate the offboarded user’s calendar

3. Click the three-dot icon next to it

4. Select “Settings and sharing” to:

· Adjust notification or visibility settings

· Modify access (based on your permission level)

To remove the calendar from your view:
· Scroll to the bottom of the settings page

· Click “Unsubscribe”

📌 Calendar access helps with project continuity, scheduling, and documentation handoffs.

[bookmark: _oxxmlnuyc0do]🆘 Need Help?
If you were expecting access but don’t see the inbox, Drive, or calendar:
📧 Contact IT Support at help@frontrowgroup.com
 💬 Or post in #it-tech-help on Slack for live troubleshooting

[bookmark: _4fd138jrvsm8]🏢 Booking a Room for Meetings or Calls
Front Row Group – Room & Resource Reservation Policy

[bookmark: _5hokl2bua9nv]📌 Room Reservation Policy
· All meeting rooms, offices, and phone booths must be booked in advance via Google Calendar if needed for a meeting or call.

· Ad-hoc use is permitted — but booked meetings take priority.

· If you're using a room when someone else has a reservation, please vacate it promptly.

🧠 Respecting room bookings helps keep meetings on track and avoids unnecessary interruptions.

[bookmark: _c3fuxdx488rz]🗂️ How to Add Room (Resource) Calendars to Your Google Calendar
1. Go to https://calendar.google.com

2. On the left sidebar, locate “Other Calendars”

3. Click the “+” icon next to it

4. Select “Browse resources”

5. Scroll to and expand the section labeled “5-Crosby”

6. Check the boxes for all rooms/offices/phone booths you want to view

7. These resources will now be added to your calendar for visibility and booking


[bookmark: _i6b4nedav0xl]🗓️ How to Book a Room for a Meeting
1. Click “Create” in the top-left of Google Calendar

2. Click “Event” to start a new calendar event

3. Under “Add rooms”, select “Browse all rooms & resources”

4. Choose the room you'd like to book

· ⚠️ If the room is booked, it won't appear under “Available rooms only”

· To see all rooms (including unavailable ones), select “Include unavailable rooms”

· You can add a booked room to your event, but the system will automatically decline the invite unless the conflict is resolved

5. If your meeting needs to override an existing booking, please connect directly with the current room holder to resolve before reserving

6. Click the back arrow once you've selected a room

7. Choose “Save” or “Make it a Zoom Meeting” to finalize the event

📲 Once booked, your meeting will appear on the iPad outside the selected room or office.

[bookmark: _3lzatmcxmpls]🆘 Need Help?
If you don’t see rooms listed or experience booking issues:
📧 Email: help@frontrowgroup.com
 💬 Slack: Post in #it-tech-help

[bookmark: _rxvca7mpzuhn]🛠️ Report a Broken/Lost/Stolen Device
Front Row Group – IT Incident Reporting & Device Replacement Process

[bookmark: _ucwo4whn8421]💻 Damaged Equipment? Start Here.
If your company-issued device (laptop, phone, tablet, etc.) is broken, lost/stolen, damaged, or non-functional, please submit an IT Incident Form so the team can assess the issue and issue a replacement if needed.
🧠 Only the team member experiencing the issue should complete the form to ensure accurate reporting and tracking.

[bookmark: _o8bwjvdfjl8e]📝 Submit the IT Incident Form
🔗 Click here to access the IT Incident Form
This form collects details about:
· The type of device

· Description of the issue or damage

· Urgency and impact on your work

· Whether the device needs to be replaced or can be repaired


[bookmark: _cs9wqj1xhfqt]⏳ What Happens Next?
Once submitted:
· The IT Support team will review your request

· You may be contacted for additional information or troubleshooting

· A replacement or repair will be coordinated if required


[bookmark: _3ydh9ljhmi40]🆘 Need Immediate Assistance?
For urgent device failures affecting your ability to work:
📧 Email: help@frontrowgroup.com
 💬 Slack: Post in #it-tech-help

[bookmark: _ko8en92urmcx]💻 Laptop Replacement & Upgrade Policy
Front Row Group – Device Management & Upgrade Eligibility Guidelines

[bookmark: _cd0qc8rsmymn]📌 Requesting a New Laptop?
If your current device is not damaged but you're requesting a replacement for performance or upgrade reasons, your request must go through an IT eligibility review.

[bookmark: _y7dcdjbwmmn5]🧠 What Factors Determine Eligibility?
Before a new laptop can be issued, IT will assess the following:
· Device Age – How long the current laptop has been in use

· Technical Specifications – Whether your current device meets the demands of your role

· Device Condition – Physical wear, battery health, and functional status

· Availability & Allocation – Internal inventory, model availability, and role-based device needs

· Finance Approval – Budget and lifecycle planning alignment

🔍 Device upgrades are not guaranteed and will be approved only if aligned with technical needs and company-wide resource planning.

[bookmark: _7dj68iiasxgt]📋 What You Should Do
If you believe your current laptop is no longer sufficient and you're seeking an upgrade:
1. Fill out the: Laptop Replacement & Upgrade Request

2. IT will:

· Review your request

· Confirm eligibility based on device health and company criteria

· Coordinate next steps if an upgrade is approved


[bookmark: _6wldj5kkm2t]🛠️ For Broken or Damaged Devices
If your device is physically damaged or not functioning, please use the IT Incident Form instead of requesting an upgrade.

[bookmark: _7n05ge1hr7tl]🙏 Thank You
Your cooperation helps us maintain a sustainable, efficient, and well-supported hardware fleet across the company.

[bookmark: _dw9t1p60ou4d]💻 Need New Software?
Front Row Group – Software Request Process

Before installing or purchasing any new software, please submit a formal request so we can evaluate compatibility, security, and licensing.
🛡️ All software used at Front Row must align with enterprise-grade standards, including SSO support and IT/departmental approval.

[bookmark: _yqwtv8qd2xq5]📝 Submit a Software Request
🔗 Software Request Form
Use this form to request:
· New tools for your team or project

· Renewals or upgrades to existing software

· Access to licensed applications


[bookmark: _vey6i1byvpk2]📌 What Happens Next?
After submission:
· IT will review for security and compatibility

· Department leads may be looped in for use-case approval

· Procurement and access will be coordinated once approved


[bookmark: _pn2r1n3ypdzr]🆘 Questions?
Reach out to IT Support at help@frontrowgroup.com
 Or drop a note in #it-tech-help on Slack

[bookmark: _1f43bt6md1ef]📶 Wi-Fi Setup & Credentials
Front Row Group – Office Network Access (NY & West Coast)

[bookmark: _oytnh3fhebv2]🗽 New York Office Wi-Fi
· Coverage:
 10x Aruba AP-655 access points
 Coverage across 10,850 SF with 12-foot high ceilings

[bookmark: _aud6m92y8017]📡 Network Details
	Network Name (SSID)
	Intended For
	Password

	Front Row Guest
	Visitors / Non-employees
	commercecatalyst#

	FrontRowGroup
	Employees Only
	#1Marketplace


🔐 Only Front Row employees should use the secure internal network (FrontRowGroup).

[bookmark: _kaaxjczi0eeu]🌉 West Coast Office Wi-Fi
· Coverage:
 6x Aruba Access Points

· 5x AP-555

· 1x AP-655

[bookmark: _dd4lnqpcxx08]📡 Network Details
	Network Name (SSID)
	Intended For
	Password

	Front Row Guest
	Visitors / Non-employees
	commercecatalyst#

	FrontRowGroup
	Employees Only
	#1Marketplace


📲 Make sure you are connected to FrontRowGroup if you're accessing shared drives, printers, or internal tools.

[bookmark: _n4xz0woorvfz]🏢 Meeting Room Directory – New York & San Diego Offices
A comprehensive guide to capacity and video conferencing technology in Front Row Group’s offices.

[bookmark: _idvuhew38v1z]🗽 New York Office – Meeting Rooms
	Room Name
	Capacity
	Meeting Device

	SoHo Meeting Room (Largest Room)
	12+ People
	Logitech Room Solution with Tap and Rally, 4 Multidirectional Microphones

	Grah (Second Largest & Warmest)
	9 People
	Logitech Room Solution with Tap and Rally, 3 Multidirectional Microphones

	Queens (Third Largest)
	6 People
	Polycom X50 with iPad Zoom Room Controller

	Manhattan Meeting Room
	4 People
	Polycom X30 with iPad Zoom Room Controller

	Staten Island (Smallest Room)
	2–3 People
	Polycom X30 with iPad Zoom Room Controller

	Brooklyn (Executive Office)
	Executive Office
	Polycom X50 with iPad Zoom Room Controller



[bookmark: _iddbvqe566ej]☀️ San Diego Office – Meeting Rooms
	Room Name
	Capacity
	Meeting Device

	Conference Room
	12 People
	Neat device

	Director’s Office
	5 People
	Neat device

	Meeting Room
	5 People
	Neat device

	Studio Office
	4 People
	Neat device



[bookmark: _josgz1d7gf2d]✅ Room Booking Reminders
· All meeting rooms must be booked in Google Calendar in advance for scheduled use.

· Rooms are available for ad-hoc use if not already reserved — but booked meetings always take priority.

· Need help adding room calendars or booking a space? Click here for Room Booking Instructions or reach out to IT.


[bookmark: _f205b5jxnp3a]🆘 Need Help with Devices or Connectivity?
· 📧 IT Helpdesk: help@frontrowgroup.com

· 💬 Slack Support: #it-tech-help

🌐 Remote Access Rules at Front Row Group
[bookmark: _w1ecf7uf4csr]🔒 What’s Required When You’re Offsite
[bookmark: _9udwjdbqn5z7]VPN Required for Accessing:
· Catapult (Dashboard)
 This applies to all remote employees working from outside the NY or San Diego offices.

🔐 Use FortiClient VPN with:
· Remote Gateway:
 https://freastvpn1.fortressbrand.com (East)
 https://frwestvpn1.fortressbrand.com (West)

· Enable Single Sign-On (SSO) and Customize Port options during setup

· Authenticate using your Front Row Google login + 2FA

📌 If VPN won’t connect—follow the troubleshooting steps in the SOP doc (delete profile and re-add).

[bookmark: _ib9gxf7ur6tn]🚫 What’s Blocked or Not Allowed on Public Networks
When you're not on VPN or on a public network like hotel Wi-Fi, airplane internet, or coffee shop hotspots:
· ❌ No access to Catapult

· ❌ No connecting unmanaged personal devices

· ❌ No remote desktop or peer-to-peer file sharing tools

· ❌ No split tunneling (i.e., partial VPN use is not allowed)

If your device is enrolled in Mosyle or Intune, it:
· Enforces encryption, firewall, and password standards

· Prevents unauthorized app installs

· Can block access to restricted URLs/services

🧠 Rule of Thumb: If you're off trusted Wi-Fi, always connect to VPN before working in any secure apps.

[bookmark: _avmwvq7am3ab]💻 Additional Remote Security Requirements
· Two-Factor Authentication (2FA) is enforced on all Front Row Google logins

· All devices must be enrolled in Mosyle (Mac) or Intune (Windows)

· No personal Apple IDs or unmanaged endpoints

· Use only the official FortiClient VPN app—no other VPNs or tunneling apps allowed
[bookmark: _mui6glkcp5jg]🔧 Need Help with VPN?
If your VPN is:
· Stuck on “Connecting”

· Says “Not Configured”

· Refusing to launch
Reach out to:
 📧 help@frontrowgroup.com
 💬 Or post in #it-tech-help
I can also walk you through resetting or reconfiguring it if needed—just say the word.

[bookmark: _z7sthgzhwcuc]🖥️ General IT-Managed Apps (NY + West Coast)
If you need access to any of the following, email help@frontrowgroup.com:
· Google Workspace (NY/West)

· Slack (both coasts)

· Zoom

· Adobe, Microsoft, OpenAI Workspaces

· Dropbox, Figma, 1Password

· Amazon, B&H, Lenovo (equipment purchasing)

· UPS (for onboarding/offboarding shipments)

· Pilot Fiber (NY office)

· Nordlayer (VPN for RO team only)

· Squarespace

· Mosyle MDM (Mac device enrollment)

· Harvest

· AWS

· Gurock / TestRails

· DBT

· Snowflake

· Catapult (basic user access only)

📧 Escalation contact if no response in 1 hour:
 Reach out to @Tyler Whittall  via Slack or email.
[bookmark: _ma06jl4t8dpt]🏦 Finance Tools – Access Controlled by Finance Team
For any of the following:
· Ramp

· Netsuite
· Bill.com
📧 Contact Finance directly to request or escalate access.
 Manager approval will likely be required depending on permissions level.
[bookmark: _mh2yjgwrt1ap]👥 HR Tools – Access Controlled by HR Team
For access to:
· Justworks

· Lattice

📧 Reach out to the HR department, not IT.
 Escalate via your manager or HRBP if timing is critical.
[bookmark: _ykmyp778irgy]💻 Tech/Engineering Tools – Access Controlled by Tech Team
These tools fall under the Tech Team domain:
· Catapult (beyond basic access) — reach out to Catapult Admins via Tech

· SQL / Data access

· Snowflake (advanced queries)

· DBT

📧 Request access via Tech Team point of contact
 Or route via your manager if you're unsure who owns access provisioning.

[bookmark: _aw1lrk5jncla]🧰 West Coast IT-Managed Apps (Exclusive Tools)
For tools like:
· Verizon

· Semrush

· Milled

· Apple Services

· Flywheel

· Reporting Ninja

· Eleven Labs

· Triple Whale

· Keyshot

· Rhino 3D

· Litmus

· Dash Social

· Unsplash

📧 Email help@frontrowgroup.com for access.
 If the tool is team-specific, include department context or manager approval.
[bookmark: _6b599tijhyla]🆘 Access Request Pro Tips
· Always include:

· Tool name

· Business justification

· Urgency level

· Manager approval (if required)

· If you’re stuck or don’t know who owns a tool:
 📧 Email IT first—they’ll reroute your request if needed.

[bookmark: _16wwlnxur8ea]🏢 NY Office – Quick Reference Guide
[bookmark: _cgh5ob7zh2re]📍 Address
Front Row Group
 5 Crosby Street, 5th Floor
 Brooklyn, NY 10013

[bookmark: _n4waboy7tmfl]🧠 Everyday Essentials
· iPad Passcodes: 5555 (applies to all iPads in the office)

· Speakers:

· Sonos system streams via Spotify

· Control from the iPad in the kitchen

· Feel free to walk up and queue music any time

[bookmark: _cz6gwfu8edyu]🛠️ Facilities & Maintenance
· Building issues (non-IT):

· Elevator problems

· Bathrooms
· Office furniture building (Office Chairs, Desks, Standing Desk, ect.)

· Lights or power (building-side)

· Escalate all of these through Aimee Tran
 📧 aimee@frontrowgroup.com

· Power outages at desks:

· Check power strips under desks

· Look for status lights

· Ensure no one unplugged or toggled the switch with feet or drawers

[bookmark: _vjggwknhv16u]📦 Packages & Deliveries
· Drop-off points:

· Lobby area (by freight elevator, near SoHo and Manhattan meeting rooms)

· 1st floor entrance on Crosby Street

[bookmark: _uv57u6igult8]🧽 Supplies & Kitchen Layout
· Paper Towels:

· Under the kitchen counter

· Cabinet labeled “Paper towels”

· Cutlery:

· Top drawer left of the kitchen sink

· Paper Plates:

· Second drawer below the cutlery drawer (same side of sink)

· Cleaning Supplies:

· Closet between Queens Meeting Room and the Howard Street (small) elevator
[bookmark: _te8l7k38xhin]👩‍💼 Key Contact
Office Manager / Executive Assistant:
 Aimee Tran
 📧 aimee@frontrowgroup.com
 Got questions about the space? She’s your go-to.

[bookmark: _qeqbcoqhm2sp]🍞 Want Bread?
Surprise twist! If you want bread, reach out to IT.
 They’ll:
· Queue your request

· Ask if you want to participate in the bread drop

Yup, bread is a thing—and it’s coordinated by iT. Only at Front Row.


San Diego office:
Address: 840 Fifth Ave 3rd floor, San Diego, CA 92101
Phone: (619) 297-3742

All office request’s must go through Raymond Slaugtherhorn raymond@frontrowgroup.com first.


💻 Self Service Apps – Front Row Managed Macs
Available to any Mac user on a company-managed device—no admin access required.
[bookmark: _muqm1hbemuux]🔧 How to Install
1. Open the Self Service app on your Mac.

2. Find the app you want.

3. Double-tap the “Install Now” button.

4. ✅ You did it right if the button turns into a download status bar.


[bookmark: _fmbpikc7lu9x]🧰 Apps Available
Security & Access
· 1Password 8

· 1Password for Safari

· FortiClient VPN

· NordLayer

· Microsoft Outlook (SSO integrated)

Productivity
· Google Chrome

· Google Drive for Desktop

· Microsoft Word

· Microsoft Excel

· Microsoft PowerPoint

· Microsoft OneNote

· Microsoft OneDrive

· Microsoft Teams (Work or School)

· Asana

· Slack

· Zoom Client for Meetings

· Dropbox

· Harvest

Creative & Collaboration
· Adobe Acrobat Reader

· Creative_Cloud_Installer

· iMovie

· Frame.io – Video Collaboration

· GIPHY Capture

· Lightshot Screenshot

· KeyShotCloudHandler

· rhino_8.12.24282.07002 Enterprise
Utilities
· Firefox

· Brother iPrint&Scan

· Splashtop SOS

· RingCentral

· ChatGPT (Apple Silicon only)

· macOS Sequoia OS Update
[bookmark: _1yvnoqtwb12w]🚫 No Admin? No Problem
All of these are pre-approved by IT and fully installable without needing admin rights.
If something’s missing, or the download fails:
 📧 Hit up help@frontrowgroup.com or
 💬 Slack #it-tech-help for backup.
 

🎣 Simulated Phishing Emails – Front Row IT Awareness Program
[bookmark: _st3ypcsk69sp]🛡️ Purpose of the Simulation
Front Row Group runs periodic phishing simulations—emails that look like real threats but are sent by our own IT team. These are designed to:
· Promote cybersecurity awareness

· Teach safe email habits

· Reinforce real-world phishing red flags

These are not meant to trick, shame, or punish anyone. They’re a tool for learning and protection.
[bookmark: _9y1connqbn5]📬 What to Expect
Simulated phishing messages may:
· Come from lookalike domains or spoofed names

· Include suspicious links or file attachments

· Urge “urgent action” (e.g., verify login, pay an invoice, click a document)

🔍 They’re carefully crafted to mimic real phishing attempts.

[bookmark: _9h0e7cdz7ek0]📣 If You Click or Fall for One — No Big Deal
Seriously: no one gets in trouble. If you click or engage with a simulated phishing message:
· You’ll see a training screen or tip page

· You may be asked to review a quick refresher

· That’s it—you’re all good

This isn’t about blame. It’s about building habits that protect:
· Your own identity

· Front Row’s data

· Our clients’ trust


[bookmark: _4tvh51tk2keq]📥 What To Do If You’re Ever Unsure
If you suspect a phishing message—simulated or real:
1. Do NOT click anything

2. Forward the email to:
 📧 help@frontrowgroup.com

3. Optionally: add a quick note like “This looked suspicious.”

Our team will check and get back to you ASAP.
[bookmark: _4hdfie5bf0hb]📚 Training + Tips
We also run mandatory security training and ongoing awareness refreshers, which include:
· How to spot phishing

· Smishing/text fraud awareness

· Safe practices for links and attachments

🧠 Learning is ongoing—and it’s a shared responsibility.
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